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Prevention Working Group

On behalf of 24 multidisciplinary student teams completing the Interprofessional Course at Illinois 
Institute of Technology (IIT) during the fall 2014 semester, we are pleased to submit their concepts to 
address mobile device theft protection. The following pages consist of:

• Overview of the IIT Interprofessional Projects (IPRO) Program
• Summary of the “FCC Mobile Device Theft Protection Challenge” process undertaken by IIT 

student teams
• Concepts developed by IPRO teams and hereby submitted as public comments.

I. Overview of the IIT Interprofessional Projects Program
The IPRO Program Mission Statement is to “Provide IIT students with an exemplary experience in 
making contributions as part of a high performance multidisciplinary team by applying professional 
methods in a rigorous fashion to develop viable solutions that create value.” The overarching aim is to 
foster in our future leaders a spirit of collaborative innovation that will sustain them in their chosen 
professions and careers.

The highly experiential, open-ended problem solving Interprofessional Project course is characterized as 
follows:

• Purpose: fulfill a distinctive general education requirement whereby all undergraduates complete 
two three-credit-hour multidisciplinary IPRO team project courses.

• Topics: reflect the diversity of the workplace (corporations, new ventures, non-profit 
organizations, government agencies and academic research) 

• Teams: multidisciplinary collaboration that demands teamwork, communication, logically-
correct reasoning, project management and awareness of ethical issues.

• Emphasis: user-centered design thinking methods from the Institute of Design at IIT that span 
problem framing, fieldwork and observation that reveals insights, brainstorming, synthesis, 
iterative prototyping and creation of an opportunity assessment with value proposition.



Interprofessional education refers to the teaching and learning of students from different professions 
together during all or part of their professional training in order to promote collaborative working in their 
professional practice. (Source: Wikipedia)

There are three prominent IPRO Course Learning Platforms:

• Interprofessional by design workshop
– Faculty team taught
– Foundation in user-centered design methods
– Incubating new concepts

• Traditional single topic IPRO team
– Personalized faculty coaching
– In-depth problem solving with a sponsor or community partner

• Themed clusters
– IPRO topics aggregated under broad problem areas, including:

• STEM Education
• Community Engagement
• Urban Agriculture
• Made in USA: Re-Making in America
• Student New Venture Accelerator

– Teams develop understanding of broad context and share and collaborate across teams for 
mutual benefit

The scale of the IPRO Program is reflected in its demographics each semester:
• 600 to 800 students

o Predominantly juniors and seniors
o Representing architecture, business, engineering, the sciences, humanities and social 

sciences, psychology, and applied technology
• 70 to 80 multidisciplinary teams

o Ranging in size from 5 to 20 students
o Representing at least three different IIT colleges

• 30+ instructors representing all IIT fields of study
o Regular tenured and tenure-track faculty as part of teaching load
o Part-time faculty with industry experience

• 20+ sponsors and community partners.

II. The IPRO Team Mobile Device Theft Challenge Process
The IPRO Team Mobile Device Theft Challenge was offered to the IPRO course participants by Dennis 
Roberson, Vice Provost for Research & Research Professor, and Chairman of the FCC Technological 
Advisory Council. Dr. Roberson visited the two IPRO workshop course sections and provided context by 
framing the nature and extent of the mobile device theft problem for the IPRO teams in attendance. His 
presentation underscored the complexity, magnitude, pervasiveness and growth of the problem 
experienced by consumers and affecting a range of sectors participating in the mobile device and services 
industry.

Following this overview presentation and Q&A session, IIT’s 24 IPRO teams of 5 or 6 students from 
multiple disciplines devoted one month, spanning September and October 2014, to rapidly undertaking 
the following user-centered design methodology:

• Conducting research (secondary and primary)
• Characterizing user/stakeholder needs (consumers, carriers, manufacturers, government agencies, 

offenders)
• Developing specifications
• Creating a taxonomy
• Brainstorming concepts



• Documenting work

The participants in the two IPRO workshop sections are comprised of 129 students organized in 24 
multidisciplinary teams. The disciplines represented from all IIT undergraduate colleges consist of the 
following: aerospace engineering, applied mathematics, architecture, architectural engineering, biology, 
biomedical engineering, business administration, computer information systems, chemical engineering, 
chemistry, civil engineering, communication, computer engineering, computer science, electrical 
engineering, information technology management, materials science and engineering, mechanical 
engineering, political science, professional and technical communication, and psychology.

III. IIT IPRO Team Concepts Submitted as Public Comment
We are pleased to submit the concepts developed by 24 IPRO teams on their behalf and under the 
guidance of faculty teams led by Jeremy Alexis, Senior Lecturer, Institute of Design and Director, IPRO 
Program. The teams are listed below, followed by their concept presentations. The concepts encompass 
three main areas of concern associated with the mobile device experience, namely consumer awareness, 
theft deterrence, and theft tracking and/or neutralization of mobile device function and content:

Tuesday Evening Teams Enrolled in IPRO 397-300 Interprofessional by Design Workshop
• IPRO Team T1A: STEPS
• IPRO Team T1B: Safe Band
• IPRO Team T2A: Ghost Phone
• IPRO Team T2B: The Leash
• IPRO Team T3A: NxtGen Theft Solution
• IPRO Team T3B: The Tether
• IPRO Team T4A: SleekID
• IPRO Team T4B: PSA
• IPRO Team T5A: Cryptone
• IPRO Team T5B: Prism
• IPRO Team T6A: Chain Reaction
• IPRO Team T6B: Virtual Leash

Wednesday Afternoon Teams Enrolled in IPRO 397-400 Interprofessional by Design Workshop
• IPRO Team W1A: The Deadbolt
• IPRO Team W1B: The Excommunicator
• IPRO Team W2A: Bi-Optic Antitheft System
• IPRO Team W2B: LifeBoard+LifeRing
• IPRO Team W3A: Phone Prevention
• IPRO Team W3B: G-Lock
• IPRO Team W4A: Strap+Batt+Track+Store
• IPRO Team W4B: Phone Security
• IPRO Team W5A: Alert Systems
• IPRO Team W5B: SafeMode
• IPRO Team W6A: The PIDDS
• IPRO Team W6B: Tracking+Proximity

Respectfully submitted,























Sa
fe

 B
an

d

IIT
 IP

RO
 T

ea
m

 T
1B

M
ic

ka
el

e 
Pe

re
z

Hu
i M

in
k 

Kh
or

Ti
m

ot
hy

 R
ag

in

Li
lia

na
 G

on
za

le
s 

N
al

le
ly

 S
ilv

a



Al
l o

f u
s 

ha
ve

 e
nc

ou
nt

er
ed

 d
iff

er
en

t c
el

l p
ho

ne
 th

ef
t s

itu
at

io
ns

 th
at

 
m

ak
e 

us
 v

ul
ne

ra
bl

e 
to

 ro
bb

er
s.

 S
af

e 
ba

nd
 is

 a
 g

re
at

 w
ay

 to
 h

av
e 

co
nt

ro
l o

ve
r 

yo
ur

 p
ho

ne
 a

ny
tim

e,
 e

ve
ry

w
he

re
.  

Sa
fe

 b
an

d 
so

lv
es

 d
iff

er
en

t p
ro

bl
em

s 
in

 w
hi

ch
 

to
da

y’
s 

th
ef

ts
 a

re
 ta

rg
et

in
g 

ce
ll 

ph
on

es
.  

Id
en

tif
y 

Th
ef

t w
he

n 
ph

on
e 

is
 b

ei
ng

 
st

ol
en

, D
at

a 
Se

cu
rit

y
as

 s
oo

n 
as

 S
af

e 
B

an
d 

is
 a

ct
iv

at
ed

, S
af

e 
B

an
d 

w
ill 

ac
tiv

at
e 

di
ffe

re
nt

 fe
at

ur
es

 in
 w

hi
ch

 th
e 

ph
on

e 
ca

nn
ot

 b
e 

ac
ce

ss
ib

le
.



Sp
ec

ifi
ca

tio
ns

/C
rit

er
ia

 
Th

e 
co

nc
ep

t n
ee

ds
 to

 m
ee

t t
he

 fo
llo

w
in

g:
o

P
ro

te
ct

s 
us

er
’s

 d
at

a
o

Pr
ev

en
t p

ho
ne

 fr
om

 b
ei

ng
 s

to
le

n
o

M
ak

e 
re

tri
ev

in
g 

st
ol

en
 p

ho
ne

 e
as

ie
r

A
lte

rn
at

iv
es

C
on

ce
pt

s 
th

at
 w

er
e 

co
ns

id
er

ed
:

o
So

ld
er

 e
ve

ry
th

in
g 

in
 p

ho
ne

 s
o 

th
at

 th
e 

th
ef

t c
an

’t 
ac

ce
ss

 c
om

po
ne

nt
s

o
C

us
to

m
iz

e 
ev

er
y 

co
m

po
ne

nt
 in

 th
e 

ph
on

e 
so

 n
ot

hi
ng

 is
 th

e 
sa

m
e

o
Ph

on
e 

up
lo

ad
s 

a 
vi

ru
s 

to
 c

om
pu

te
r i

f i
t i

s 
ac

ce
ss

ed
 th

ro
ug

h 
an

 u
nk

no
w

n 
de

vi
ce

o
Ph

on
es

 c
an

 o
nl

y 
be

 s
ol

d 
an

d 
tra

de
d 

to
 p

ho
ne

 c
om

pa
ny

o
M

ak
e 

it 
ap

pe
al

in
g 

to
 th

e 
us

er
o

Ea
si

ly
 a

cc
es

sa
bl

e 
to

 th
e 

us
er

o
Ef

fic
ie

nt
 a

nd
 p

la
us

ib
le

 



H
ow

 It
 W

or
ks

?
-

Th
e 

S
af

e 
B

an
d 

in
cr

ea
se

s 
th

e 
se

cu
rit

y 
of

 c
el

l p
ho

ne
s 

by
 im

pl
em

en
tin

g 
di

st
an

ce
 b

as
ed

 a
nd

 v
oi

ce
 

ac
tiv

at
ed

 fe
at

ur
es

 th
at

 d
et

er
 w

ou
ld

 b
e 

cr
im

in
al

s 
fro

m
 a

tte
m

pt
in

g 
to

 s
te

al
 th

e 
de

vi
ce

.
-

W
he

n 
th

e 
ph

on
e 

is
 s

to
le

n,
 th

e 
w

ea
re

r o
f t

he
 S

af
e 

B
an

d 
ca

n 
ei

th
er

 y
el

l a
fte

r t
he

ir 
ph

on
e,

 o
r p

re
ss

 
a 

bu
tto

n 
on

 th
e 

S
af

e 
B

an
d 

th
at

 w
ill

 c
au

se
 th

e 
ph

on
e 

to
 e

m
it 

a 
lo

ud
, r

ep
et

iti
ve

 s
ou

nd
 th

at
 c

an
no

t 
be

 d
ea

ct
iv

at
ed

 b
y 

th
e 

th
ie

f. 
Th

is
 c

an
 a

ls
o 

be
 c

on
fig

ur
ed

 to
 a

ct
iv

at
e 

vi
a 

di
st

an
ce

 fr
om

 th
e 

w
ris

tb
an

d.
-

D
at

a 
is

 re
m

ot
el

y 
w

ip
ed

 fr
om

 th
e 

ph
on

e 
w

he
n 

th
is

 p
ro

ce
ss

 is
 im

pl
em

en
te

d,
 a

nd
 c

an
 b

e 
re

st
or

ed
 

vi
a 

ba
ck

up
s 

if 
th

e 
ph

on
e 

is
 re

un
ite

d 
w

ith
 it

’s
 o

w
ne

r.
-

B
lu

et
oo

th
 p

ai
rs

 S
af

e 
B

an
d 

w
ith

 p
ho

ne
 a

nd
 a

llo
w

s 
is

 th
e 

m
ea

ns
 o

f t
ra

ck
in

g 
th

e 
di

st
an

ce
 fr

om
 th

e 
ph

on
e 

an
d 

se
nd

in
g 

co
m

m
an

ds
 to

 it
. 

-
Fi

ng
er

pr
in

t s
ca

nn
er

 is
 u

se
d 

to
 e

ns
ur

e 
th

at
 s

ec
ur

ity
 m

ea
su

re
s 

ca
n 

on
ly

 b
e 

di
sa

bl
ed

 b
y 

de
vi

ce
 

ow
ne

r
-

M
ic

ro
ph

on
e 

se
ns

es
 u

se
r’s

 v
oi

ce
 a

nd
 c

an
 tr

ig
ge

r s
ec

ur
ity

 fe
at

ur
es

 w
he

n 
th

e 
us

er
 s

ay
s 

ce
rta

in
 

w
or

ds
 o

r p
hr

as
es

.
-

B
as

ic
 fi

le
 e

nc
ry

pt
io

n 
us

ed
 to

 in
cr

ea
se

 d
at

a 
se

cu
rit

y 
on

 d
ev

ic
e 

an
d 

pr
ev

en
t u

na
ut

ho
riz

ed
 a

cc
es

s 
to

 p
ho

ne
 c

on
te

nt
s.

-
D

ev
ic

e 
w

ill
 in

fe
ct

 u
na

ut
ho

riz
ed

 c
om

pu
te

rs
 w

ith
 v

iru
se

s 
if 

pa
ss

w
or

d 
fa

ilu
re

 o
cc

ur
s 

5 
tim

es
.

-
P

ho
ne

 w
ill

 c
om

e 
w

ith
 e

m
be

dd
ed

 tr
ac

ki
ng

 d
ev

ic
e 

th
at

 o
pe

ra
te

s 
in

de
pe

nd
en

tly
 o

f t
he

 p
ho

ne
 it

se
lf.

 
If 

th
e 

de
vi

ce
 is

 re
po

rte
d 

st
ol

en
, i

t’s
 lo

ca
tio

n 
w

ill
 b

e 
tra

ck
ed

.



Sa
fe

 B
an

d 
D

es
ig

n



Sc
en

ar
io

 o
f U

se

-
Th

is
 d

ev
ic

e 
w

or
ks

 p
rim

ar
ily

 in
 th

e 
ca

se
 

w
he

re
 s

om
eo

ne
 is

 a
tte

m
pt

in
g 

to
 s

te
al

 a
 

sm
ar

tp
ho

ne
 fr

om
 th

e 
in

di
vi

du
al

 in
 

po
ss

es
si

on
 o

f t
he

 S
af

e 
B

an
d.

-
Th

e 
de

vi
ce

 a
llo

w
s 

it’
s 

ow
ne

r t
o 

m
ak

e 
ve

rb
al

 
co

m
m

an
ds

 th
at

 a
re

 th
en

 g
iv

en
 to

 th
e 

ph
on

e 
to

 a
ct

iv
at

e 
se

cu
rit

y 
fe

at
ur

es
.



St
ak

eh
ol

de
rs

’ V
al

ue
 P

ro
po

si
tio

ns

C
on

su
m

er
s

-O
ur

 p
ro

du
ct

 w
ill

 in
cr

ea
se

 d
at

a 
se

cu
rit

y 
an

d 
de

cr
ea

se
 th

ef
t. 

U
se

rs
 w

ill
 s

av
e 

m
on

ey
 b

y 
el

im
in

at
in

g 
th

e 
co

st
 o

f r
ep

la
ci

ng
 s

to
le

n 
ph

on
es

. S
af

e 
B

an
d 

is
 a

 tr
en

dy
, i

nn
ov

at
iv

e,
 p

ro
ac

tiv
e 

so
lu

tio
n 

to
 p

ho
ne

 th
ef

t. 
C

ar
rie

rs
-F

ru
st

ra
te

d 
ca

rr
ie

rs
 w

ill
 d

ec
re

as
e 

th
e 

am
ou

nt
 o

f c
al

ls
 th

ey
 w

ill
 g

et
 a

bo
ut

 th
ef

t a
nd

 w
ill

 
de

cr
ea

se
 th

e 
am

ou
nt

 o
f p

ho
ne

s 
th

ey
 h

av
e 

to
 re

pl
ac

e 
th

ro
ug

h 
in

su
ra

nc
e 

cl
ai

m
s.

 C
ar

rie
rs

 
th

at
 p

ro
m

ot
e 

S
af

e 
B

an
d 

w
ill

 g
ai

n 
co

ns
um

er
 a

pp
re

ci
at

io
n 

by
 s

ho
w

in
g 

co
nc

er
n 

fo
r t

he
 s

af
et

y 
of

 u
se

r i
nf

or
m

at
io

n 
an

d 
ph

on
e 

th
ef

t.
G

ov
er

nm
en

t
-C

el
l p

ho
ne

 th
ef

t h
as

 b
ec

om
e 

a 
hu

ge
 s

af
et

y 
co

nc
er

n 
fo

r t
he

 g
ov

er
nm

en
t. 

P
ho

ne
 th

ef
t 

cr
ea

te
s 

vi
ol

en
ce

, i
de

nt
ity

 th
ef

t, 
an

d 
ne

ga
tiv

el
y 

im
pa

ct
s 

th
e 

ec
on

om
y.

 S
af

e 
B

an
d’

s 
fe

at
ur

es
 

co
m

ba
t t

he
se

 n
eg

at
iv

e 
fa

ct
or

s.
D

ev
ic

e 
M

ak
er

s
-C

om
pa

ni
es

 th
at

 in
ve

st
 in

 th
e 

pr
od

uc
tio

n 
of

 S
af

e 
B

an
d 

w
ill

 in
cr

ea
se

 s
af

et
y 

fo
r p

ho
ne

 u
se

rs
 

(7
5%

 o
f t

he
 w

or
ld

-R
FE

R
L)

 a
nd

 h
av

e 
a 

po
te

nt
ia

l m
ar

ke
t o

f 5
.3

4 
bi

llio
n 

co
ns

um
er

s.



B
us

in
es

s 
M

od
el

C
or

e 
C

ap
ab

ili
tie

s
-D

iff
er

en
tia

tio
n:

 N
o 

ot
he

r 
pr

od
uc

t o
ut

 th
er

e.
-E

xp
er

ie
nc

e:
 M

an
y 

te
am

 
m

em
be

rs
 h

av
e 

ha
d 

th
ei

r 
ph

on
e 

st
ol

en
.

-G
en

er
at

io
n:

 T
ea

m
 h

as
 li

ve
d 

th
ro

ug
h 

m
ob

ile
 d

ev
el

op
m

en
t 

an
d 

ou
tb

ur
st

.

C
os

t
-E

st
im

at
ed

 b
et

w
ee

n 
$5

0-
$1

00

M
an

ag
em

en
t

-L
ea

de
rs

hi
p

-O
rg

an
iz

at
io

n
-C

om
m

un
ic

at
io

n

D
is

tr
ib

ut
io

n
-M

ob
ile

 c
ar

rie
rs

-E
le

ct
ro

ni
cs

 
In

du
st

ry
-O

nl
in

e
-R

et
ai

le
rs



M
iti

ga
tio

ns

U
se

r
-

S
el

f-s
af

et
y 

is
 m

or
e 

co
nc

er
ne

d
-

M
or

e 
ex

pe
ns

e 

St
ak

eh
ol

de
r

-
B

ig
 p

ro
je

ct
 fo

r e
ve

ry
 fe

at
ur

es
 to

 b
e 

in
cl

ud
ed

 a
nd

 b
e 

av
ai

la
bl

e
-

B
ig

 in
ve

st
m

en
t b

ef
or

e 
m

ak
in

g 
an

y 
sa

le
s



Im
pl

em
en

ta
tio

n 
G

ui
da

nc
e

St
ak

eh
ol

de
r’s

 p
ar

t i
n 

re
se

ar
ch

 a
nd

 d
ev

el
op

m
en

t (
ha

rd
w

ar
e 

an
d 

so
ftw

ar
e)

 a
nd

 
as

 w
el

l a
s 

th
e 

in
st

al
la

tio
n.

C
us

to
m

er
’s

 p
ar

t i
n 

gi
vi

ng
 o

ut
 n

ec
es

sa
ry

 in
fo

rm
at

io
n 

an
d 

da
ta

 to
 th

e 
st

ak
eh

ol
de

r.

Pa
tie

nc
e 

fro
m

 e
ve

ry
 s

id
e 

















































IIT
 IP

R
O

 Te
am

 T
3A

A
m

m
ar

Ba
rk

at
K

ev
in

 K
le

cz
ka

Jo
hn

 R
am

ir
ez

Sh
iy

iS
he

n

N
ex

t G
en

er
at

io
n 

Th
ef

t S
ol

ut
io

n



St
an

da
rd

iz
ed

 K
ill

 S
w

itc
h

So
ftw

ar
e 

in
cl

ud
ed

 th
at

 e
ra

se
s a

ll 
da

ta
A

ct
iv

at
ed

 o
ve

r 
ne

tw
or

k 
or

 se
t n

um
be

r 
of

 in
co

rr
ec

t p
as

sw
or

d 
gu

es
se

s
W

ho
’s 

re
sp

on
sib

le
?

O
S 

M
an

uf
ac

tu
re

r
In

te
gr

at
ed

 in
to

 so
ftw

ar
e,

 im
pl

em
en

t t
hr

ou
gh

 a
cc

ou
nt

 (i
e.

 G
oo

gl
e)

D
ef

au
lt 

pa
ss

w
or

d
In

co
rr

ec
t p

as
sw

or
d 

w
ip

es
 p

ho
ne

A
lte

rn
at

iv
es

Pr
ov

id
er

 in
st

al
l

Pr
ot

ec
ts

 p
ri

va
cy

Pr
ot

ec
ts

 d
at

a
Lo

ss
 m

iti
ga

tio
n

B2
B



Sc
re

en
 L

oc
k

W
he

n 
ph

on
e 

is 
fir

st
 a

ct
iv

at
ed

 u
se

r 
is 

re
qu

ir
ed

 to
 c

ho
os

e 
se

cu
ri

ty
 lo

ck
.



Th
e 

Te
th

er

 
Ab

ra
ha

m
 

Ba
ba

tu
nd

e 
Hu

i 
Je

nn
y 

Pa
rn

el
l P

ro
sp

er
is 



Ta
bl

e 
of

 C
on

te
nt

s 
•

In
tr

od
uc

tio
n 

•
Ap

pr
oa

ch
 

•
Su

m
m

ar
ize

 &
 D

isc
us

sio
n 

•
Ri

sk
s &

 Li
m

ita
tio

ns
 



In
tr

od
uc

tio
n 

Th
e 

go
al

 o
f t

hi
s p

ro
je

ct
 d

ef
in

ed
 b

y 
th

e 
FC

C:
 

 •
Ex

pl
or

ed
 w

ay
s t

ha
t m

em
be

rs
 o

f t
he

 m
ob

ile
 d

ev
ice

 co
m

m
un

ity
 

(p
ro

vi
de

rs
, d

ev
ice

 m
an

uf
ac

tu
re

rs
, O

S 
pr

ov
id

er
s, 

ap
pl

ica
tio

n 
de

ve
lo

pe
rs

) c
an

 im
pr

ov
e 

co
lla

bo
ra

tio
n 

w
ith

 th
e 

la
w

 e
nf

or
ce

m
en

t 
co

m
m

un
ity

 in
 a

 co
lle

ct
iv

e 
ef

fo
rt

 to
 th

w
ar

t m
ob

ile
 d

ev
ice

 th
ef

t 
•

Ad
dr

es
se

d 
w

ay
s i

n 
w

hi
ch

 m
or

e 
tim

el
y 

an
d 

ac
cu

ra
te

 d
at

a 
ab

ou
t 

m
ob

ile
 d

ev
ice

 th
ef

t c
an

 b
e 

m
ad

e 
av

ai
la

bl
e 

fo
r b

ot
h 

la
w

 
en

fo
rc

em
en

t e
nt

iti
es

 a
nd

 o
th

er
s, 

su
ch

 a
s s

ec
on

da
ry

 m
ar

ke
t 

re
se

lle
rs

 
•

Di
sc

us
se

d 
te

ch
no

lo
gy

 so
lu

tio
ns

 th
at

 ca
n 

lim
it 

th
e 

th
ef

t o
f m

ob
ile

 
de

vi
ce

s a
nd

 cu
rb

 e
ffe

ct
s o

n 
co

ns
um

er
s a

nd
 b

us
in

es
se

s 
  ht

tp
://

w
w

w.
fc

c.
go

v/
ev

en
ts

/f
cc

-a
nn

ou
nc

es
-w

or
ks

ho
p-

fo
cu

s-
pr

ev
en

tio
n-

m
ob

ile
-d

ev
ice

-th
ef

t 

 



Ap
pr

oa
ch

 
•

Ph
on

e 
th

ef
t i

s a
n 

ep
id

em
ic 

in
 th

e 
so

cie
ty

 &
 o

ur
 ch

al
le

ng
e 

is 
to

 so
lv

e 
th

is 
pr

ob
le

m
. 

•
Pe

rs
on

al
 D

at
a 

an
d 

ha
rd

w
ar

e 
ar

e 
th

e 
m

os
t i

m
po

rt
an

t p
ar

ts
 o

f a
 sm

ar
t d

ev
ice

 
•

Th
us

 p
eo

pl
e 

ne
ed

 se
cu

rit
y 

an
d 

pr
ev

en
tio

n 
on

 th
es

e 
de

vi
ce

s a
re

 o
n 

th
e 

ris
e.

 
 W

ay
s t

o 
Ac

co
m

pl
ish

 th
e 

go
al

: 
•

Ca
m

er
a 

te
ch

no
lo

gy
 

–
Th

e 
ca

m
er

a 
w

ill
 a

ut
om

at
ica

lly
 ta

ke
 a

 p
ho

to
 

•
Fi

ng
er

pr
in

t/
Ey

e 
–

Th
e 

to
uc

h 
sc

re
en

 o
n 

th
e 

ph
on

e 
w

ill
 b

e 
ab

le
 to

 sc
an

 th
e 

fin
ge

rp
rin

t o
f t

he
 

pe
rs

on
 u

sin
g 

it.
 If

 th
e 

fin
ge

rp
rin

t d
oe

s n
ot

 m
at

ch
 a

ny
 o

f t
he

 re
gi

st
er

ed
 

us
er

s;
 it

 w
ill

 ra
ise

 a
 re

d 
fla

g.
 

•
Sm

ar
t W

at
ch

 
–

Th
e 

sm
ar

t w
at

ch
 w

ill
 b

e 
an

 a
cc

es
so

ry
 to

 th
e 

ph
on

e 
 

 



So
lu

tio
n 

&
 D

isc
us

sio
n 



So
lu

tio
n 

&
 D

isc
us

sio
n 

co
nt

. 
St

ak
eh

ol
de

rs
 

Ec
on

om
ic 

•
Ca

rr
ie

rs
 

- I
nc

re
as

e 
re

ve
nu

e 
of

 se
rv

ice
 

•
Co

ns
um

er
 

- N
ot

 h
av

in
g 

to
 b

uy
 a

 n
ew

 d
ev

ice
 

-S
pe

nd
 m

on
ey

 o
n 

sm
ar

t w
at

ch
 a

nd
 o

n 
ne

w
 

fe
at

ur
es

 
•

De
vi

ce
 M

ak
er

s 
- S

pe
nd

in
g 

&
 E

ar
ni

ng
 re

ve
nu

e 
th

ro
ug

h 
th

is 
se

rv
ice

  
-M

or
e 

bu
sin

es
s p

ar
tn

er
in

g 
w

/ o
th

er
 

co
m

pa
ni

es
/c

ar
rie

rs
 

•
Go

ve
rn

m
en

t 
- Ta

x r
ev

en
ue

 

So
cia

l 
•

Ca
rr

ie
rs

 
- I

nc
re

as
e 

re
pu

ta
tio

n 
of

 se
rv

ice
 p

ro
te

ct
io

n 
•

Co
ns

um
er

 
- S

ec
ur

e 
pe

rs
on

al
 d

at
a 

an
d 

ac
ce

ss
 to

 d
ev

ice
 

•
De

vi
ce

 M
ak

er
s 

- R
ed

uc
tio

n 
in

 th
ef

t  
-In

cr
ea

se
 re

pu
ta

tio
n 

-L
es

s m
an

uf
ac

tu
re

 o
f p

ho
ne

s  
-F

oc
us

 m
or

e 
on

 o
th

er
 im

po
rt

an
t f

ea
tu

re
s o

f d
ev

ice
s 

•
Go

ve
rn

m
en

t 
- In

cr
ea

se
 in

 ti
m

e 
to

 fo
cu

s o
n 

m
or

e 
bi

gg
er

 cr
im

e 
gr

ou
ps

 st
ea

lin
g 

sm
ar

t d
ev

ice
s 



Ri
sk

s &
 Li

m
ita

tio
ns

 
•

Co
ns

um
er

s m
us

t b
uy

 n
ew

 fe
at

ur
es

 a
nd

 d
ev

ice
s f

or
 th

is 
to

 w
or

k 
•

Se
cu

rit
y 

m
ea

su
re

s s
uc

h 
as

 ta
ki

ng
 p

ho
to

 o
f c

rim
in

al
, m

ig
ht

 ju
st

 w
ea

r a
 

m
as

k 
•

Ra
ng

e 
of

 d
et

ec
tio

n 
•

Fi
ng

er
pr

in
t c

an
 b

e 
fo

rg
ed

  
•

Cr
im

in
al

 ca
n 

st
ea

l t
he

 w
at

ch
 a

nd
 th

en
 b

e 
ab

le
 to

 a
cc

es
s t

he
 sm

ar
t d

ev
ice

 

 



Sl
ee

kI
D

Sl
ee

k 
D

es
ig

n 
w

ith
 Id

en
tif

ic
at

io
n 

Pr
ot

ec
tio

n
D

an
ie

l C
ue

va
s

N
ai

jia
 D

on
g

Ju
lia

na
 G

er
m

an
o

M
ay

ra
 M

al
do

na
do

C
on

ne
r W

ie
be

ll
IIT

 IP
R

O
 T

4A



U
se

r N
ee

ds
A

dd
iti

on
al

 S
ec

ur
ity

-P
ro

te
ct

in
g 

P
er

so
na

l I
nf

or
m

at
io

n
U

ni
bo

dy
 d

ev
ic

e 
-P

re
ve

nt
s 

re
m

ov
al

 o
f b

at
te

ry
A

le
rt 

sy
st

em
 

-D
ec

re
as

es
 o

pp
or

tu
ni

st
ic

 th
ef

t 



A
lte

rn
at

iv
es

 a
nd

 C
rit

er
ia

N
on

-in
tru

si
ve

C
on

ve
ni

en
t f

or
 u

se
r 

S
im

pl
e

U
se

r f
rie

nd
ly

 
P

ra
ct

ic
al

 d
es

ig
n 

A
cc

es
si

bl
e 

fe
at

ur
es

E
xi

st
in

g 
Te

ch
no

lo
gy

 



C
on

ce
pt

 D
es

cr
ip

tio
n

R
eq

ui
re

d 
pa

ss
w

or
d 

to
 e

na
bl

e 
A

irp
la

ne
 M

od
e

U
ni

bo
dy

 p
ho

ne
 d

es
ig

n 
P

as
sw

or
d 

pr
ot

ec
te

d 
sh

ut
do

w
n 

fe
at

ur
e

A
cc

es
so

ry
 lo

ca
tio

n 
de

vi
ce

:
o

Al
er

t s
ys

te
m

 w
he

n 
to

o 
fa

r f
ro

m
 th

e 
de

vi
ce

o
Al

er
ts

 th
e 

po
lic

e 
if 

no
t f

ou
nd

 in
 s

et
 a

m
ou

nt
 o

f t
im

e
o

C
ur

re
nt

 k
ic

ks
ta

rte
r a

va
ila

bl
e,

 m
ak

in
g 

it 
a 

fe
as

ib
le

 s
ol

ut
io

n 



U
sa

ge
 S

ce
na

rio
s

Th
e 

fir
st

 th
in

g 
a 

th
ie

f d
oe

s 
w

he
n 

st
ea

lin
g 

a 
ph

on
e 

is
 d

is
ab

lin
g 

G
PS

 lo
ca

tio
n 

se
rv

ic
es

 b
y 

tu
rn

in
g 

it 
of

f o
r e

na
bl

in
g 

Ai
rp

la
ne

 m
od

e.
 P

er
so

na
l i

de
nt

ifi
er

s 
(p

as
sw

or
ds

) f
or

 s
hu

tti
ng

 o
ff 

an
d 

en
ab

lin
g 

ai
rp

la
ne

 m
od

e 
w

ill 
al

lo
w

 o
w

ne
r t

o 
ha

ve
 m

or
e 

tim
e 

to
 lo

ca
te

 th
e 

de
vi

ce
 

U
ni

bo
dy

 d
es

ig
n 

pr
ev

en
ts

 th
ie

f f
ro

m
 s

im
pl

y 
re

m
ov

in
g 

th
e 

ba
tte

ry
 to

 ta
ke

 th
e 

ph
on

e 
of

f t
he

 g
rid

 
Ac

ce
ss

or
y 

lo
ca

tio
n 

de
vi

ce
s 

ca
n 

lo
ck

 y
ou

r p
ho

ne
 w

he
n 

yo
u’

re
 to

o 
fa

r f
ro

m
 

it.
 C

an
 a

ls
o 

al
er

t p
ol

ic
e 

ab
ou

t y
ou

r s
to

le
n 

ph
on

e 
an

d 
st

or
e 

th
e 

la
st

 lo
ca

tio
n 

of
 it

. A
lte

rn
at

iv
e 

us
e 

is
 a

 p
an

ic
 b

ut
to

n 
to

 fi
nd

 y
ou

r p
ho

ne
 if

 y
ou

 m
is

pl
ac

ed
 it

 



St
ak

eh
ol

de
r V

al
ue

s
C

on
su

m
er

s:
 P

ro
te

ct
io

n 
of

 p
er

so
na

l i
nf

or
m

at
io

n,
 p

ho
ne

 th
ef

t p
re

ve
nt

io
n

C
ar

rie
rs

: L
es

s 
in

su
ra

nc
e 

cl
ai

m
s,

 c
on

su
m

er
 a

ttr
ac

tio
n 

fo
r s

af
er

 p
ho

ne
s 

G
ov

er
nm

en
t: 

D
ec

re
as

e 
in

 Il
le

ga
l p

ho
ne

 d
is

tri
bu

tio
n,

 D
ec

re
as

ed
 c

as
h 

flo
w

 
of

 o
rg

an
iz

ed
 c

rim
in

al
 o

rg
an

iz
at

io
ns

. B
rin

gs
 in

si
gh

t t
o 

th
e 

am
ou

nt
 o

f d
ev

ic
es

 
st

ol
en

 a
nd

 re
di

st
rib

ut
ed

 th
ro

ug
h 

cr
im

in
al

 o
rg

an
iz

at
io

ns
 

D
ev

ic
e 

M
an

uf
ac

tu
re

rs
: H

ig
he

r s
al

es
 fr

om
 s

ec
ur

e 
an

d 
at

tra
ct

iv
e 

de
vi

ce
s 

 



B
us

in
es

s 
M

od
el

Ph
on

e 
m

an
uf

ac
tu

rin
g 

co
m

pa
ni

es
 d

ev
el

op
 o

nl
y 

un
ib

od
y 

de
si

gn
 c

el
lp

ho
ne

s.
 

So
ftw

ar
e 

de
ve

lo
pe

rs
 in

cl
ud

e 
re

qu
ire

d 
pe

rs
on

al
 id

en
tif

ie
r t

o 
en

ab
le

 a
irp

la
ne

 
m

od
e 

an
d 

sh
ut

 d
ow

n 
de

vi
ce

 u
si

ng
 e

xi
st

in
g 

te
ch

no
lo

gy
. C

ho
ic

es
 b

et
w

ee
n 

pa
ss

w
or

ds
, f

ac
ia

l r
ec

og
ni

tio
n,

 fi
ng

er
pr

in
t s

ca
nn

er
, e

tc
. 

C
el

l p
ho

ne
 p

ro
vi

de
rs

 e
xp

la
in

 to
 c

on
su

m
er

s 
th

e 
im

po
rta

nc
e 

of
 u

si
ng

 th
es

e 
fe

at
ur

es
 in

 o
rd

er
 to

 in
cr

ea
se

 c
ha

nc
es

 o
f r

ec
ov

er
y 

if 
th

ef
t o

cc
ur

s 



R
is

ks
So

ftw
ar

e 
ge

ts
 h

ac
ke

d 
by

 c
rim

in
al

 o
rg

an
iz

at
io

ns
 

M
is

us
e 

of
 s

af
et

y 
fe

at
ur

es
, c

al
lin

g 
th

e 
po

lic
e 

by
 a

cc
id

en
t

Th
ird

 p
ar

ty
 v

en
do

rs
 a

dd
in

g 
ba

ck
-e

nd
 c

od
e

Br
ea

ch
 o

f p
riv

ac
y?

Fa
ul

ty
 p

ro
gr

am
s



Im
pl

em
en

ta
tio

n 
G

ui
da

nc
e

Pr
og

re
ss

io
n 

to
 u

ni
bo

dy
 d

es
ig

n 
fro

m
 a

ll,
 if

 n
ot

 m
os

t, 
m

an
uf

ac
tu

rin
g 

co
m

pa
ni

es
 w

ill 
al

lo
w

 c
ur

re
nt

 p
ho

ne
s 

to
 fa

de
 o

ut
 o

ve
r t

im
e 

C
ur

re
nt

 b
uy

-b
ac

k 
pr

om
ot

io
ns

 fr
om

 c
ar

rie
rs

 w
ill 

al
lo

w
 c

on
su

m
er

s 
to

 tr
ad

e 
in

 
th

ei
r p

ho
ne

s 
an

d 
pu

rc
ha

se
 a

 u
ni

bo
dy

 d
es

ig
ne

d 
ph

on
e 

fo
r t

he
 S

le
ek

ID
 

fe
at

ur
es

 
U

se
rs

 w
ill 

be
 re

qu
ire

d 
to

 h
av

e 
a 

pe
rs

on
al

 id
en

tif
ie

r f
or

 e
na

bl
in

g 
ai

rp
la

ne
 

m
od

e 
an

d 
sh

ut
tin

g 
of

f d
ev

ic
e 

be
fo

re
 le

av
in

g 
th

e 
st

or
e 

w
ith

 th
e 

ne
w

 p
ho

ne
 



















































































vi
rtu

al
le

as
h

m
ic

ha
el

 c
or

le
ss

od
ilo

n 
gu

zm
an

-c
os

s
ja

m
es

 p
an

ek
d

ie
go

 v
eg

a



Fa
ct

:

3,
00

0,
00

0+

w
hy

?

ph
on

es
 w

er
e 

st
ol

en
 la

st
 y

ea
r

up
 fr

om
 1

,6
00

,0
00

 th
e 

ye
ar

 b
ef

or
e



Fa
ct

:
w

e 
ha

ve
 b

ee
n 

ca
rry

in
g 

ar
ou

nd
 sm

al
l h

ig
hl

y 
va

lu
ab

le
 o

bj
ec

ts
 fo

r m
uc

h 
lo

ng
er

 a
 ti

m
e 

th
an

 
sm

ar
t p

ho
ne

s h
av

e 
be

en
 a

ro
un

d
. 



W
el

co
m

e 
To

:

vi
rtu

al
le

as
h



th
ro

ug
h 

th
e 

in
tro

d
uc

tio
n 

of
 h

ar
d

w
ar

e 
ch

ip
s i

n 
th

e 
fo

rm
 o

f c
re

d
it 

ca
rd

s a
nd

 k
ey

 fo
bs

, v
irt

ua
l le

as
h 

of
fe

rs
 th

re
e 

m
et

ho
d

s o
f p

ro
te

ct
io

n:

|p
re

ve
nt

s y
ou

 fr
om

 g
et

tin
g 

to
o 

fa
r f

ro
m

 y
ou

r d
ev

ic
e

|m
on

ito
rs

 y
ou

r n
or

m
al

 lo
ca

tio
ns

|p
ro

te
ct

s y
ou

r d
at

a 
w

ith
ou

t d
es

tro
yi

ng
 it



Ru
le

 1
:

st
ay

 c
lo

se

| 
th

e 
be

st
 w

ay
 to

 p
re

ve
nt

 p
ho

ne
 th

ef
t i

s t
o 

m
ak

e 
su

re
 

   
yo

u 
kn

ow
 w

he
re

 y
ou

r p
ho

ne
 is

 a
t a

ll t
im

es

| 
if 

on
e 

of
 th

e 
ha

rd
w

ar
e 

ch
ip

s i
s f

ar
th

er
 a

w
ay

 th
an

 th
e 

   
le

as
h 

is 
se

t t
he

 re
m

ai
ni

ng
 d

ev
ic

es
 w

ill 
al

er
t y

ou
 th

ro
ug

h
   

vi
br

at
io

ns
 o

r a
ud

ib
le

 si
gn

al
s



Ru
le

 2
:

m
on

ito
r

| 
in

 th
e 

sa
m

e 
w

ay
 th

at
 p

ho
ne

s a
lre

ad
y 

d
o,

 v
irt

ua
l le

as
h

   
w

ill 
be

 a
bl

e 
to

 d
et

er
m

in
e 

pa
tte

rn
s i

n 
yo

ur
 d

ai
ly

 a
ct

iv
ity

 
   

d
et

ec
t s

af
e 

zo
ne

s 

| 
in

sid
e 

th
es

e 
sa

fe
 z

on
es

, s
uc

h 
as

 w
or

k 
an

d
 h

om
e 

th
e 

   
le

as
h 

w
ill 

be
 lo

os
en

ed
 to

 a
llo

w
 fo

r m
ob

ilit
y

| 
ou

ts
id

e 
of

 th
es

e 
sa

fe
 z

on
es

 v
irt

ua
l le

as
h 

w
ill 

tig
ht

en
   

to
 se

ve
ra

l f
ee

t a
w

ay
 fr

om
 th

e 
ot

he
r d

ev
ic

es
 

| 
in

 a
re

as
 w

he
re

 c
on

ne
ct

io
n 

to
 y

ou
r s

er
vi

ce
 p

ro
vi

d
er

 
   

is 
lo

st
, v

irt
ua

l le
as

h 
w

ill 
en

te
r h

ig
h 

al
er

t m
od

e



Ru
le

 3
:

pr
ot

ec
t

| 
vi

rtu
al

 le
as

h 
w

ill 
us

e 
th

re
e 

le
ve

ls 
of

 p
ro

te
ct

io
n 

to
 

   
en

su
re

 y
ou

r d
at

a 
is 

se
cu

re

   
ot

he
r d

ev
ic

es
 re

sp
on

d
 w

ith
 v

ib
ra

tio
ns

 a
nd

 a
ud

ib
le

   
sig

na
ls

 | 
if 

th
e 

se
co

nd
 z

on
e 

is 
br

ok
en

 v
irt

ua
l le

as
h 

be
gi

ns
 to

 
   

ba
ck

 u
p 

yo
ur

 d
at

a 
to

 th
e 

cl
ou

d
 

| 
ou

ts
id

e 
of

 z
on

e 
th

re
e 

yo
ur

 p
ho

ne
 p

ow
er

s d
ow

n 
an

d
 

   
w

ill 
no

t t
ur

n 
ba

ck
 o

n 
un

til
 a

ll t
hr

ee
 c

hi
ps

 a
re

 to
ge

th
er

  



W
ha

t i
f ?

po
ss

ib
ili

tie
s

| 
w

ha
t i

f c
el

l p
ho

ne
 p

ro
vi

d
er

s s
ol

d
 si

m
pl

e 
vi

rtu
al

 le
as

h
   

ch
ip

s l
ik

e 
th

ey
 d

o 
w

ith
 in

su
ra

nc
e?

   

| 
w

ha
t i

f t
he

re
 w

er
e 

a 
co

m
pr

eh
en

siv
e 

on
lin

e 
in

te
rfa

ce
 

   
to

 se
t p

re
fe

re
nc

es
 a

nd
 in

cr
ea

se
 se

cu
rit

y?

| 
w

ha
t i

f c
ha

rg
in

g 
th

es
e 

d
ev

ic
es

 w
as

 a
s e

as
y 

as
 e

m
pt

yi
ng

   
yo

ur
 p

oc
ke

ts
 a

t t
he

 e
nd

 o
f t

he
 d

ay
?



w
ha

t i
f?



Th
e 

D
ea

db
ol

t
IIT

 IP
R

O
 T

ea
m

 W
1A

: C
ol

lin
 D

un
n,

 T
ay

lo
r J

or
da

n,
 

Jo
na

th
an

 K
ey

, N
ik

ol
et

a 
La

bo
vi

c,
 a

nd
 J

av
ie

r S
ilv

a



U
se

r S
pe

ci
fic

at
io

ns

A
cc

es
s t

o 
ph

on
e 

da
ta

U
se

r-
in

tu
iti

ve
 so

lu
tio

ns
Pr

e-
th

ef
t n

ee
ds

Pe
rs

on
al

 d
at

a 
pr

ot
ec

tio
n 

an
d 

st
or

ag
e

Po
st

-th
ef

t n
ee

ds
R

en
de

r p
ho

ne
 u

nu
sa

bl
e

In
ci

de
nt

 re
po

rti
ng

In
fo

rm
at

io
n 

pr
ot

ec
tio

n
D

ev
ic

e 
tra

ck
in

g



A
lte

rn
at

iv
es

 C
on

si
de

re
d

B
io

m
et

ric
 se

cu
rit

y 
m

ea
su

re
s

Fi
ng

er
pr

in
t/e

ye
 sc

an
ne

r
D

oe
s n

ot
 p

ro
vi

de
 e

as
e 

of
 a

cc
es

s
W

ea
ra

bl
e 

pr
ox

im
ity

 d
ev

ic
e

N
ot

 a
pp

lic
ab

le
 w

he
n 

so
m

eo
ne

 m
is

pl
ac

ed
 b

el
on

gi
ng

s
H

ar
dw

ar
e 

de
st

ru
ct

io
n

Ph
on

e 
is

 d
es

tro
ye

d 
up

on
 th

ef
t

N
ot

 u
se

r i
nt

ui
tiv

e 
as

 fa
ls

e 
po

si
tiv

e 
m

ay
 tr

ig
ge

r
A

sk
in

g 
pe

op
le

 to
 st

op
 st

ea
lin

g 
ph

on
es

Fi
na

nc
ia

l i
nc

en
tiv

e 
to

o 
gr

ea
t



Su
m

m
ar

y 
of

 Id
ea

A
va

ila
bl

e 
on

 e
ve

ry
 sm

ar
t d

ev
ic

e
C

om
pr

eh
en

si
ve

 re
po

rti
ng

 sy
st

em
A

ll-
in

-o
ne

 so
lu

tio
n

U
se

r-
fr

ie
nd

ly
 se

cu
rit

y
Ea

se
 o

f a
cc

es
s

C
om

pu
te

r p
ro

gr
am

 a
nd

 a
pp

 in
te

rf
ac

e
Pr

e-
lo

ad
ed

 a
pp

R
em

ot
e 

ac
ce

ss
 p

ro
gr

am



D
et

ai
le

d 
D

es
cr

ip
tio

n

G
PS

 in
de

pe
nd

en
t o

f a
irp

la
ne

 m
od

e 
an

d 
m

ai
n 

ba
tte

ry
B

at
te

ry
 c

el
l f

or
 G

PS
Si

gn
al

 b
la

st
s e

ve
ry

 1
5 

m
in

ut
es

 to
 lo

ca
te

C
om

pu
te

r p
ro

gr
am

 w
ith

 a
pp

A
cc

es
s t

o 
di

sa
bl

e 
ph

on
e 

fe
at

ur
es

 a
nd

 fu
nc

tio
ns

R
ep

or
ts

 p
ho

ne
 a

s s
to

le
n

A
ls

o 
a 

"l
os

t m
y 

ph
on

e"
 o

r n
on

-e
m

er
ge

nc
y 

lo
ca

tio
n 

fe
at

ur
e

Pa
ss

iv
e 

al
er

ts
Te

xt
 m

es
sa

ge
 a

le
rts

 w
he

n 
in

 h
ig

h-
cr

im
e 

ar
ea

s
H

ea
dp

ho
ne

s d
is

ab
le

d 
at

 n
ig

ht
 in

 h
ig

h-
cr

im
e 

ar
ea

s



Sc
en

ar
io

 o
f U

se

Ph
on

e 
st

ol
en

V
ic

tim
 a

cc
es

se
s p

ro
gr

am
 to

 re
po

rt 
th

ef
t w

ith
:

C
om

pu
te

r
Te

xt
 m

es
sa

ge
Ph

on
e 

ca
ll

V
ic

tim
 w

ip
es

 p
ho

ne
's 

da
ta

 a
nd

 d
is

ab
le

s f
un

ct
io

ns
Sp

ec
ia

liz
ed

 la
w

 e
nf

or
ce

m
en

t d
ep

ar
tm

en
t t

ra
ck

s p
ho

ne



R
is

ks
/M

iti
ga

tio
ns

Se
cu

rit
y 

br
ea

ch
 o

f p
ro

gr
am

 d
at

ab
as

e
In

ad
eq

ua
te

 F
un

di
ng

Im
pl

em
en

ta
tio

n 
an

d 
de

ve
lo

pm
en

t c
os

t
Ph

on
e 

ca
rr

ie
r d

is
ap

pr
ov

al
In

fr
in

ge
m

en
t u

po
n 

co
ns

um
er

s' 
pr

iv
ac

y
O

ld
er

 d
ev

ic
es

 n
ot

 e
qu

ip
pe

d
C

on
su

m
er

s u
nw

ill
in

g 
to

 u
pg

ra
de

 to
 n

ew
 d

ev
ic

e



In
te

re
st

 G
ro

up
s

C
on

su
m

er
s

Sa
fe

ty
 o

f i
nf

or
m

at
io

n
Pe

ac
e 

of
 m

in
d

Ea
se

 o
f u

se
C

ar
rie

rs
M

in
im

iz
ed

 e
xt

ra
ne

ou
s c

ha
rg

es
G

ov
er

nm
en

t
B

oa
st

s h
ig

he
r h

om
el

an
d 

se
cu

rit
y

D
ev

ic
e 

m
ak

er
s

R
ed

uc
ed

 c
os

t o
f r

ep
la

ci
ng

 p
ho

ne
s

N
ew

 se
cu

rit
y 

m
ar

ke
tin

g 
ad

va
nt

ag
e 



B
us

in
es

s 
M

od
el

In
iti

al
 in

ve
st

or
s

Ph
on

e 
co

m
pa

ni
es

M
ak

e 
re

tu
rn

 o
n 

in
ve

st
m

en
t w

ith
 m

od
er

at
e 

ph
on

e 
pr

ic
e 

in
cr

ea
se

Se
cu

re
 d

ev
ic

es
 h

av
e 

a 
hi

gh
 d

em
an

d
C

on
su

m
er

s w
ill

in
g 

to
 p

ay
 fo

r s
ec

ur
ity

Jo
b 

cr
ea

tio
n

Se
cu

rit
y 

de
ve

lo
pm

en
t

Sp
ec

ia
liz

ed
 la

w
 e

nf
or

ce
m

en
t d

ep
ar

tm
en

t
D

em
an

d 
fo

r s
ec

ur
ity

 w
ill

 o
nl

y 
in

cr
ea

se



St
ep

s 
of

 Im
pl

em
en

ta
tio

n

Pr
og

ra
m

 d
ev

el
op

m
en

t
D

ev
ic

e 
m

ak
er

 in
co

rp
or

at
io

n
C

ar
rie

r a
pp

ro
va

l a
nd

 in
co

rp
or

at
io

n
Sa

m
pl

e 
ca

se
 te

st
in

g
A

dv
er

tis
em

en
t a

nd
 p

ho
ne

 th
ef

t e
du

ca
tio

n
Fu

ll-
so

ci
et

y 
in

co
rp

or
at

io
n



Th
e

Ex
co

m
m

un
ic

at
or

IIT
 P

R
O

 T
ea

m
 W

1B
: D

ei
on

 D
eB

os
e,

 
M

ai
m

un
a 

V
en

za
nt

, W
ei

 L
i, 

E
un

ic
e 

R
od

rig
ue

z,
 M

at
th

ew



S
ep

ar
at

e 
de

vi
ce

-P
ho

ne
 lo

ca
to

r
-A

ut
om

at
ic

 c
on

ta
ct

 d
ev

ic
e

-P
ho

ne
 D

is
ab

le
r

-A
ct

s 
as

 a
 b

ra
ce

le
t, 

an
d 

al
so

 c
la

m
ps

 o
n

to
 p

an
ts

 a
nd

 b
ag

s.
-V

ib
ra

te
s 

au
to

m
at

ic
al

ly
 w

he
n 

bl
ue

to
ot

h 
on

th
e 

ph
on

e 
lo

se
s 

ra
ng

e 
fro

m
 th

e 
de

vi
ce

, t
o

w
ar

n 
th

e 
us

er
 w

he
n 

th
ey

 fo
rg

et
 th

ei
r p

ho
ne

-A
irp

la
ne

 m
od

e 
lo

ck
s 

w
he

n 
de

vi
ce

 is
 n

ot
 n

ea
r

th
e 

ph
on

e,
 s

o 
th

ie
f c

an
no

t t
ur

n 
ai

rp
la

ne
 m

od
e 

on

W
ha

t i
s 

it?

onnn



S
im

pl
e,

 s
m

al
l, 

an
d 

lig
ht

w
ei

gh
t d

ev
ic

e/
 e

as
y 

to
 u

se
P

or
ta

bl
e 

de
vi

ce
: b

ra
ce

le
t/ 

cl
ip

 o
n

N
ot

ifi
ca

tio
n 

sy
st

em
: 

P
ho

ne
 n

ee
ds

 to
 b

e 
le

ss
 fo

rg
et

ta
bl

e-
W

ar
n 

th
e 

us
er

 w
he

n 
th

ey
 a

re
 a

 c
er

ta
in

 d
is

ta
nc

e 
aw

ay
 fr

om
 th

e 
ph

on
e 

by
 a

 s
tro

ng
 v

ib
ra

tio
n

C
on

ta
ct

 th
e 

ph
on

e 
co

m
pa

ny
 e

as
ily

K
ee

p 
th

ie
f f

ro
m

 u
si

ng
 th

e 
us

er
's

 p
ho

ne
: 

de
vi

ce
 w

ill
 n

ot
 u

nl
oc

k 
fo

r t
hi

ef
 w

he
n 

de
vi

ce
 is

 n
ot

 n
ea

r t
he

 p
ho

ne

U
se

r N
ee

ds
 / 

Sp
ec

ifi
ca

tio
ns



D
es

ig
n 

C
rit

er
ia

E
as

y 
to

 u
se

W
ire

le
ss

 a
ut

om
at

ic
 c

on
ta

ct
M

ak
e 

sm
ar

t d
ev

ic
e 

ha
rd

er
 to

 
fo

rg
et

D
oe

s 
no

t e
nd

an
ge

r o
r c

al
l 

at
te

nt
io

n 
to

 c
on

su
m

er

In
iti

al
 C

on
ce

pt
s

Je
w

el
ry

 th
at

 n
ot

ifi
es

 y
ou

 
w

he
n 

it 
is

 le
ft 

be
hi

nd
S

m
ar

t d
ev

ic
e 

ca
se

s 
th

at
 

im
pe

de
 th

ef
t

A
dd

-o
ns

 th
at

 a
le

rt 
a 

th
ird

 
pa

rty
 w

he
n 

a 
de

vi
ce

 h
as

 b
ee

n 
st

ol
en

W
ea

po
n 

ad
d-

on
s 

to
 a

 s
m

ar
t 

de
vi

ce
 th

e 
co

ns
um

er
 c

an
 u

se
 

ag
ai

ns
t a

 p
ot

en
tia

l t
hi

ef

A
lte

rn
at

iv
es



Th
e 

E
xc

om
m

un
ic

at
or

 w
ill

 c
on

ta
in

 th
e 

fo
llo

w
in

g:
 

S
m

al
l B

lu
et

oo
th

 (E
xa

m
pl

e:
 B

lu
eC

or
e 

B
C

78
30

 W
ire

le
ss

 S
in

gl
e 

C
hi

p 
S

ol
ut

io
n)

D
et

ac
ha

bl
e 

W
ris

t B
an

d 
(R

ub
be

r)
B

od
y 

o
P

la
st

ic
 / 

C
ar

bo
n 

Fi
be

r (
lo

ng
er

 la
st

in
g)

C
us

to
m

 B
at

te
ry

o
W

ou
ld

 n
ee

d 
to

 b
e 

sm
al

l a
nd

 m
os

tly
 fl

at
 (p

os
si

bl
e 

co
in

 c
el

l b
at

te
ry

)

Th
e 

Te
ch

no
lo

gy

D
et

ac
ha

bl
e 

W
ht

tp
://

w
m

po
w

er
us

er
.c

om
/c

sr
-in

tro
du

ce
s-

th
e-

bl
ue

co
re

-b
c7

83
0-

w
ire

le
ss

-s
in

gl
e-

ch
ip

-s
ol

ut
io

n/
Sm

al
le

r t
ha

n 
a 

pe
nn

y 
an

d 
bo

at
s 

to
 ty

pe
s 

of
 te

ch
no

lo
gy



Th
ef

t P
ho

ne
 c

an
't 

be
 tu

rn
ed

 o
ff 

or
 p

ut
 o

n 
ai

rp
la

ne
 m

od
e 

w
ith

ou
t d

ev
ic

e.
1.

G
un

po
in

t
a.

P
ho

ne
 w

ill
 b

e 
ta

ke
n 

bu
t w

ill
 n

ot
 u

nl
oc

k 
w

ith
ou

t d
ev

ic
e 

ne
ar

by
.

b.
P

er
io

di
ca

lly
 p

ro
m

pt
 o

w
ne

r i
f d

ev
ic

e 
is

 n
ot

 n
ea

rb
y.

 W
ill

 c
on

ta
ct

 a
pp

ro
pr

ia
te

 
pe

op
le

 to
 re

po
rt 

st
ol

en
 if

 ig
no

re
d.

  
2.

S
na

tc
he

d 
or

 P
ic

k 
P

oc
ke

te
d

a.
N

ot
ify

 th
at

 p
ho

ne
 is

 o
ut

 o
f r

an
ge

.
b.

P
ho

ne
 lo

ck
s 

an
d 

w
ill

 re
qu

ire
 p

as
sc

od
e 

to
 te

m
po

ra
ril

y 
un

lo
ck

. C
al

ls
 

ap
pr

op
ria

te
 p

eo
pl

e 
to

 re
po

rt 
its

el
f s

to
le

n 
if 

ig
no

re
d.

Fo
rg

ot
te

n
D

ev
ic

e 
w

ill
 v

ib
ra

te
 w

he
n 

ph
on

e 
is

 o
ut

 ra
ng

e.
 P

ho
ne

 re
ce

iv
es

 n
ot

ifi
ca

tio
n 

of
 

de
vi

ce
 o

ut
 o

f r
an

ge
 a

s 
bl

ue
to

ot
h 

co
nn

ec
tio

n 
w

ill
 b

e 
lo

st
Th

is
 d

ev
ic

e 
w

ill
 s

ta
nd

ar
di

ze
 tr

ac
ki

ng
 a

nd
 c

on
ta

ct
in

g 
th

e 
co

rr
ec

t p
ar

tie
s

Sc
en

ar
io

 o
f U

se



P
ho

ne
 M

an
uf

ac
tu

re
rs

C
us

to
m

er
 S

at
is

fa
ct

io
n,

 B
ui

ld
 fa

ith
 in

 th
ei

r b
ra

nd
S

er
vi

ce
 P

ro
vi

de
rs

Le
ss

 fr
au

du
le

nt
 u

se
 o

f p
ho

ne
 o

ve
rs

ea
s

Le
ss

 in
su

ra
nc

e 
cl

ai
m

s 
on

 s
to

le
n 

ph
on

es
B

ui
ld

 fa
ith

 in
 th

e 
se

rv
ic

e 
re

su
lti

ng
 in

 lo
ng

er
 la

st
in

g 
co

ns
um

er
sh

ip
C

on
su

m
er

s
R

ed
uc

es
 li

ke
lih

oo
d 

of
 lo

si
ng

 o
r g

et
tin

g 
th

ei
r p

ho
ne

 s
to

le
n

S
av

es
 m

on
ey

 b
y 

no
t n

ee
di

ng
 to

 b
uy

 re
pl

ac
em

en
t p

ho
ne

.
G

ov
er

nm
en

t 
Le

ss
 c

om
pl

ai
nt

s 
fro

m
 th

e 
us

er
P

ro
te

ct
io

n 
of

 c
on

su
m

er
 p

riv
ac

y/
 p

er
so

na
l i

nf
or

m
at

io
n

St
ak

eh
ol

de
r V

al
ue



K
ey

 P
ar

tn
er

:
P

ho
ne

 D
is

tri
bu

to
rs

, P
ho

ne
 M

an
uf

ac
tu

re
rs

, P
ho

ne
 S

er
vi

ce
s

R
es

ou
rc

es
B

lu
et

oo
th

 C
hi

ps
, p

la
st

ic
 p

ro
vi

de
r, 

ba
tte

ry
 m

an
uf

ac
tu

re
rs

C
us

to
m

er
s

P
ho

ne
 b

uy
er

s
C

os
t B

re
ak

do
w

n
Th

is
 w

ou
ld

 b
e 

an
 a

dd
-o

n 
ite

m
B

lu
et

oo
th

: $
6.

00
 (e

st
im

at
e 

fro
m

 g
en

er
al

 b
lu

et
oo

th
 c

hi
ps

), 
P

la
st

ic
: $

2.
00

 p
er

 
po

un
d 

(e
st

im
at

ed
 fr

om
 g

en
er

al
 p

la
st

ic
 u

se
), 

C
us

to
m

 b
at

te
ry

: n
o 

es
tim

at
e 

fo
r t

hi
s 

(d
ep

en
ds

 o
n 

th
e 

te
ch

no
lo

gy
)

B
us

in
es

s 
M

od
el



R
is

ks
Fa

ls
e 

al
ar

m
o

W
he

n 
th

e 
ph

on
e 

co
m

pa
ny

 c
al

ls
 th

e 
ow

ne
r, 

th
e 

ow
ne

r w
ill

 h
av

e 
to

 le
t t

he
m

 
kn

ow
 it

's
 a

 fa
ls

e 
al

ar
m

 b
ef

or
e 

th
ey

 d
ea

ct
iv

at
e 

th
e 

ph
on

e
Fo

rg
et

tin
g 

de
vi

ce
o

P
ho

ne
 w

ill
 a

ut
om

at
ic

al
ly

 b
uz

z 
an

d 
w

ar
n 

yo
u 

th
at

 y
ou

 a
re

 n
ot

 n
ea

r y
ou

r 
de

vi
ce

 b
ef

or
e 

yo
u 

le
av

e 
w

ith
ou

t i
t

o
P

ho
ne

 c
om

pa
ny

 w
ill

 a
ut

om
at

ic
al

ly
 c

al
l y

ou
r p

ho
ne

, a
nd

 o
w

ne
r m

us
t l

et
 th

e 
ph

on
e 

co
m

pa
ny

 k
no

w
 th

at
 th

ey
 fo

rg
ot

 th
ei

r d
ev

ic
e

M
iti

ga
tio

n
U

se
 G

P
S

 lo
ca

tio
n 

to
 d

ea
ct

iv
at

e 
th

e 
de

vi
ce

 a
t s

pe
ci

fie
d 

lo
ca

tio
ns

.
R

ep
or

t b
ut

to
n 

on
ly

 re
po

rts
 w

he
n 

pr
es

se
d 

tw
ic

e 
in

 ra
pi

d 
su

cc
es

si
on

.

R
is

ks
/ M

iti
ga

tio
n



A
dv

er
tis

e 
w

ith
 p

ho
ne

 p
ur

ch
as

es
ch

ea
pe

r p
ric

es
 w

ith
 c

on
tra

ct
pr

ev
en

tio
n 

op
tio

n
al

lo
w

 p
ho

ne
 d

is
co

un
t o

r f
ut

ur
e 

ph
on

e 
di

sc
ou

nt
s 

w
ith

 p
ur

ch
as

e 
of

 th
is

 it
em

A
llo

w
 fo

r c
us

to
m

iz
at

io
n 

se
ve

ra
l d

iff
er

en
t c

ol
or

s 
or

 m
at

er
ia

ls
co

m
e 

as
 d

iff
er

en
ce

 a
cc

es
so

rie
s 

su
ch

 a
s 

ne
ck

la
ce

 o
r w

ris
tb

an
d

D
em

on
st

ra
te

 P
os

si
bi

lit
ie

s
D

em
o 

of
 w

ha
t t

he
 p

ro
du

ct
 c

an
 d

o
E

m
ph

as
iz

e 
ot

he
r f

un
ct

io
na

lit
y 

su
ch

 a
s 

th
e 

re
m

in
de

r w
he

n 
yo

u 
ph

on
e 

is
 n

ot
 

ne
ar

by

Im
pl

em
en

ta
tio

n



Bi
o-

op
ti

c 
A

nt
i-

th
ef

t 
Sy

st
em

IIT
 IP

RO
 T

ea
m

 W
2A

Bo
bb

ie
 B

ow
m

an
Al

ex
 B

uo
sc

io
M

ic
ha

el
 M

is
zc

za
k

H
ar

ip
ri

ya
 P

an
dy

a
So

ha
il 

N
oo

r



Su
m

m
ar

y
O

ur
 g

ro
up

 c
am

e 
up

 w
ith

 m
an

y 
id

ea
s 

an
d 

w
er

e 
fin

al
ly

 a
bl

e 
 to

 
in

co
rp

or
at

e 
a 

co
m

bi
na

tio
n 

of
 fu

nc
tio

ns
 in

to
 o

ne
 d

ev
ic

e 
pr

op
os

al
, i

nc
lu

di
ng

:

B
ac

k 
up

 B
at

te
ry

R
et

in
a 

D
et

ec
tio

n 
to

 U
nl

oc
k 

ph
on

e

Fi
ng

er
pr

in
t d

et
ec

tio
n 

fo
r S

IM
 R

em
ov

al

C
om

bi
na

tio
n 

lo
ck

 fo
r B

at
te

ry
 R

em
ov

al

Th
es

e 
ab

ili
tie

s 
w

or
k 

to
ge

th
er

 to
 o

pt
im

iz
e 

th
e 

se
cu

rit
y 

of
 th

e 
us

er
s 

de
vi

ce
.

-h
ttp

s:
//l

h6
.g

gp
ht

.c
om

/c
D

eL
M

kd
JL

U
Jg

ZC
vb

cd
2A

N
3c

Fb
fu

eq
R

J-
FY

p6
K

Tr
w

fs
A

eG
9A

N
m

ey
_n

P
B

FR
_V

2X
XX

H
sH

G
X=

w
30

0
-P

ho
ne

 c
on

ce
pt

 d
es

ig
n 

fro
m

 T
ea

m
 W

2A
.



G
oa

ls
Pr

ev
en

t p
ho

ne
 th

ef
t

Pr
ev

en
t i

de
nt

ity
 th

ef
t a

nd
 c

rim
es

 re
la

te
d 

to
 id

en
tit

y 
th

ef
t

R
ed

uc
e 

ta
x 

fr
au

ds
R

ed
uc

e 
ba

nk
 a

nd
 c

re
di

t c
ar

d 
fr

au
ds

In
cr

ea
se

 s
ec

ur
ity

 o
n 

st
re

et
s 

an
d 

de
cr

ea
se

 th
e 

fa
ta

lit
y 

du
e 

to
 p

ho
ne

 th
ef

ts
Sp

re
ad

 a
w

ar
en

es
s 

ab
ou

t p
ho

ne
 th

ef
t a

nd
 is

su
es

 re
la

te
d 

to
 it



Pr
od

uc
t 

Fu
nc

ti
on

s
Th

e 
co

ns
um

er
 n

ee
ds

:

•T
o 

be
 a

bl
e 

to
 tr

ac
k 

ph
on

e

•T
o 

be
 a

bl
e 

to
 re

tr
ie

ve
 p

ho
ne

•T
o 

be
 a

bl
e 

to
 s

ec
ur

e 
ph

on
e

•P
ho

ne
 m

us
t b

e 
af

fo
rd

ab
le

Sp
ec

ifi
ca

tio
ns

•P
ho

ne
 m

us
t h

av
e 

a 
tr

ac
ki

ng
 d

ev
ic

e

•P
ho

ne
 m

us
t h

av
e 

be
tte

r s
ec

ur
ity

 fe
at

ur
es

•P
ho

ne
 m

us
t b

e 
af

fo
rd

ab
le

 a
nd

 a
va

ila
bl

e 
to

 c
on

su
m

er

-h
ttp

://
hi

ki
ng

la
dy

.c
om

/w
p-

co
nt

en
t/u

pl
oa

ds
/2

00
9/

12
/O

ut
do

or
-G

P
S

-U
ni

t1
-e

12
66

79
99

70
64

9.
jp

g
-h

ttp
://

di
no

gi
ac

om
az

zi
.c

om
/w

p-
co

nt
en

t/u
pl

oa
ds

/2
01

2/
03

/S
m

ar
tp

ho
ne

-s
ec

ur
ity

.jp
g



A
lt

er
na

ti
ve

s
W

e 
co

ns
id

er
ed

 im
pl

em
en

tin
g:

Vo
ic

e 
ac

tiv
at

io
n

Te
th

er
 s

ys
te

m
s

B
lu

et
oo

th
 a

bi
lit

ie
s

Lo
ok

in
g 

at
 th

es
e 

sy
st

em
s,

 w
e 

re
al

iz
ed

 th
at

 v
oi

ce
 a

ct
iv

at
io

n 
w

ill
 n

ot
 w

or
k 

if 
th

e 
m

ic
ro

ph
on

e 
is

 d
am

ag
ed

 o
r c

ov
er

ed
, o

r i
f t

he
 u

se
r h

as
 a

 c
ol

d 
or

 h
as

 lo
st

 th
ei

r v
oi

ce
.

If 
th

e 
ph

on
e 

is
 ti

ed
 to

 th
e 

us
er

, i
t c

an
 re

st
ric

t m
ob

ili
ty

, o
r c

au
se

 d
am

ag
e 

if 
sn

ag
ge

d 
on

 a
 b

ra
nc

h.

B
lu

et
oo

th
 h

as
 a

 v
er

y 
sm

al
l o

pe
ra

tio
na

l r
an

ge
, a

nd
 w

on
’t 

he
lp

 tr
ac

k 
a 

de
vi

ce
 o

ve
r 

lo
ng

 d
is

ta
nc

es
.

Th
es

e 
cr

ite
ria

 w
er

e 
no

t g
oo

d,
 s

o 
na

rr
ow

in
g 

do
w

n 
ou

r p
oo

l o
f i

de
as

 to
 m

ak
e 

a 
ph

on
e 

th
at

 h
ad

 b
ot

h 
ph

ys
ic

al
 (h

ar
dw

ar
e)

 a
nd

 v
irt

ua
l (

so
ftw

ar
e)

 a
bi

lit
ie

s 
to

 tr
ac

k 
an

d 
lo

ck
/s

ec
ur

e 
th

e 
ph

on
e 

w
er

e 
ch

os
en

.
-B

lu
ht

tp
://

m
ed

ia
2.

gi
ga

.d
e/

20
12

/0
1/

B
lu

et
oo

th
2.

jp
ge

to
ot

h2
.jp

g-
-h

ttp
://

w
w

w
.e

-c
om

m
er

ce
fa

ct
s.

co
m

/n
ew

s/
20

12
/0

1/
si

ri-
fo

r-
ec

om
m

er
ce

/s
iri

.b
m

p
-h

ttp
://

ge
ar

ke
ep

er
bl

og
.c

om
/w

p-
co

nt
en

t/u
pl

oa
ds

/2
01

0/
12

/p
ho

ne
-te

th
er

.jp
g



Pr
oc

es
s 

Th
e 

fin
ge

rp
rin

t l
oc

k 
sy

st
em

 a
nd

 c
om

bi
na

tio
n 

lo
ck

 o
n 

th
e 

ba
ck

 c
ov

er
 p

re
ve

nt
s 

th
ie

ve
s 

fr
om

 u
si

ng
 th

e 
lo

op
ho

le
 o

f 
tu

rn
in

g 
of

f t
he

 p
ho

ne
 to

 d
is

ab
le

 th
e 

G
PS

. T
hi

s 
w

ay
 th

e 
ph

on
e 

ca
n 

be
 tr

ac
ke

d 
ev

en
 a

fte
r b

ei
ng

 s
to

le
n

Th
e 

us
e 

of
 th

e 
ba

ck
up

 b
at

te
ry

 w
ill

 k
ee

p 
th

e 
G

PS
 o

n
fo

r a
 

le
ng

th
y 

pe
rio

d 
ev

en
 in

 th
e 

ca
se

 o
f t

he
 p

ho
ne

 ru
nn

in
g 

ou
t o

f 
re

gu
la

r b
at

te
ry

 
Th

e 
us

e 
of

 re
tin

a 
de

te
ct

io
n 

pr
ev

en
ts

 th
ie

ve
s 

fr
om

 s
te

al
in

g 
im

po
rt

an
t p

er
so

na
l i

nf
or

m
at

io
n 

as
 p

ho
ne

 c
an

 n
ot

 b
e 

un
lo

ck
ed

Th
e 

en
cr

yp
tio

n 
of

 th
e 

SI
M

 c
ar

d 
th

ro
ug

h 
ei

th
er

 a
 P

IN
 o

r a
 

fin
ge

rp
rin

t f
or

 th
e 

sa
fe

ty
 o

f c
on

ta
ct

s 
gi

ve
s 

m
or

e 
pr

ot
ec

tio
n 

to
 id

en
tit

ie
s.

-h
ttp

://
km

.s
up

po
rt.

ap
pl

e.
co

m
/li

br
ar

y/
A

P
P

LE
/A

P
P

LE
C

A
R

E_
AL

LG
EO

S/
H

T1
31

6/
H

T1
31

6_
01

--
si

m
_l

oc
ke

d-
00

1-
en

.p
ng



St
ak

eh
ol

de
r 

Va
lu

e
C

on
su

m
er

s 
ar

e 
gu

ar
an

te
ed

 to
 re

co
ve

r t
he

ir 
ph

on
e 

w
ith

 a
ll 

de
vi

ce
s 

in
 p

la
ce

 
al

on
g 

w
ith

 th
e 

ph
ys

ic
al

 lo
ck

D
ev

ic
e 

m
ak

er
s 

w
ill

 b
e 

ab
le

 to
 in

cr
ea

se
 th

e 
sa

le
s 

fo
r s

m
ar

tp
ho

ne
s 

w
or

ld
w

id
e 

w
ith

 th
e 

ex
tr

a 
se

cu
rit

y 
to

 q
ui

ck
ly

 fi
nd

 a
nd

 re
tr

ie
ve

 th
e 

sm
ar

tp
ho

ne
 

M
ak

es
 it

 e
as

ie
r f

or
 la

w
 e

nf
or

ce
m

en
t t

o 
fin

d 
th

ie
ve

s 
an

d 
cr

ea
te

 a
 d

is
in

ce
nt

iv
e 

fo
r s

te
al

in
g 

sm
ar

tp
ho

ne
s

R
ed

uc
e 

th
e 

pr
ob

ab
ili

ty
 o

f c
ar

rie
rs

 g
iv

in
g 

th
ie

ve
s 

fr
ee

 a
cc

es
s 

to
 p

ho
ne

 li
ne

s 
ov

er
se

as
 a

nd
  w

ith
 m

or
e 

sm
ar

tp
ho

ne
s 

be
in

g 
us

ed
 o

ve
rs

ea
s,

 m
or

e 
m

on
ey

 w
ill

 
be

 m
ad

e 
by

 th
e 

ca
rr

ie
rs

   
  



Bu
si

ne
ss

 M
od

el
At

tr
ac

ts
 m

or
e 

us
er

s 
du

e 
to

 e
nh

an
ce

d 
se

cu
rit

y
U

se
 o

f b
io

m
et

ric
 lo

ck
s 

ha
s 

pa
ss

ed
 te

st
in

g 
ph

as
e 

an
d 

no
w

 
in

 c
om

m
er

ci
al

 u
sa

ge
D

ue
 to

 in
cr

ea
se

d 
se

cu
rit

y 
an

d 
de

cr
ea

se
d 

in
su

ra
nc

e,
 p

ho
ne

 
sa

le
s 

ar
e 

hi
gh

ly
 li

ke
ly

 to
 in

cr
ea

se
Sl

ig
ht

ly
 in

cr
ea

se
d 

co
st

 d
ue

 to
 a

dd
iti

on
al

 fe
at

ur
es

 a
lth

ou
gh

 
no

 n
ee

d 
of

 e
xt

ra
 a

cc
es

so
rie

s
In

cr
ea

se
d 

se
cu

rit
y 

of
 th

e 
sm

ar
tp

ho
ne

s 
w

ill
 a

ttr
ac

t 
cu

st
om

er
s 

gl
ob

al
ly

 
In

cr
ea

se
d 

sa
fe

ty
 fo

r c
on

su
m

er
s 

du
e 

to
 d

ec
re

as
ed

 
po

ss
ib

ili
ty

 o
f a

tte
m

pt
s 

to
 a

pp
re

he
nd

 th
ie

ve
s

P
ho

ne
 c

on
ce

pt
 d

es
ig

n 
fro

m
 T

ea
m

 W
2A

.



Ri
sk

s 
an

d 
M

it
ig

at
io

ns
Th

e 
ris

k 
ou

r m
od

el
 p

os
se

ss
es

 in
cl

ud
e:

Th
e 

ph
ys

ic
al

 a
pp

ea
ra

nc
e 

of
 th

e 
co

m
bi

na
tio

n 
lo

ck
 (c

on
su

m
er

s 
m

ig
ht

 li
ke

 th
e 

de
si

gn
 o

f t
he

 
ph

on
e 

m
or

e 
th

an
 th

e 
se

cu
rit

y 
fe

at
ur

es
 it

 h
as

 to
 o

ffe
r)

Th
er

e 
is

 a
lw

ay
s 

a 
ch

an
ce

 th
at

 th
e 

us
er

s 
m

ay
 n

ot
 li

ke
 th

e 
ph

on
e,

 s
of

tw
ar

e,
 o

r i
ts

 s
ec

ur
ity

 
sy

st
em

 (S
om

e 
Pe

op
le

 p
re

fe
r t

o 
ha

ve
 a

 n
am

e 
br

an
d 

Ph
on

e 
Li

ke
 th

e 
IP

ho
ne

, o
r A

nd
ro

id
)

C
om

po
ne

nt
 fa

ilu
re

s 
(h

ar
dw

ar
e 

an
d 

so
ftw

ar
e)

B
io

m
et

ric
s 

w
on

’t 
fu

nc
tio

n 
fo

r p
eo

pl
e 

w
ith

 P
hy

si
ca

l l
im

ita
tio

ns
 (P

ro
st

he
tic

 h
an

d,
 o

r a
rt

ifi
ci

al
 

ey
es

)
M

iti
ga

tio
n 

of
 ri

sk
s:

M
ar

ke
t t

he
 p

ho
ne

 a
s 

“T
he

 m
os

t s
ec

ur
e 

ph
on

e 
on

 th
e 

m
ar

ke
t,”

Q
ua

lit
y 

co
nt

ro
l a

nd
 te

st
in

g 
fo

r d
ev

ic
e

H
av

e 
m

ul
tip

le
 s

ys
te

m
s 

in
 p

la
ce

 (s
om

eo
ne

 w
ith

 a
 p

ro
st

he
tic

 h
an

d 
ca

n 
op

t t
o 

us
e 

re
tin

al
 s

ca
n 

fo
r a

llo
w

in
g 

ph
on

e 
ac

ce
ss

 a
nd

 v
ic

e 
ve

rs
a)



Im
pl

em
en

ta
ti

on
D

es
ig

n 
th

e 
de

vi
ce

, a
nd

 it
s 

in
te

rn
al

 a
rc

hi
te

ct
ur

e

C
re

at
e 

a 
co

m
pa

ny
 to

 m
an

uf
ac

tu
re

 n
ew

 d
ev

ic
e.

Fi
el

d 
te

st
 th

e 
de

vi
ce

 a
nd

 it
s 

fu
nc

tio
ns

.

O
ffe

r f
re

e 
tr

ia
ls

 to
 g

ai
n 

in
iti

al
 c

on
su

m
er

 b
as

e

M
ar

ke
t t

o 
th

e 
co

ns
um

er
 a

s 
“T

he
 s

ec
ur

es
t p

ho
ne

 o
n 

th
e 

m
ar

ke
t”

B
ac

k 
pa

ne
l 

lo
ck

ht
tp

://
w

w
w

.g
oo

gl
e.

co
m

/u
rl?

sa
=i

&r
ct

=j
&q

=&
es

rc
=s

&s
ou

rc
e=

im
ag

es
&c

d=
&d

oc
id

=p
dM

3D
X5

S
B-

7q
YM

&t
bn

id
=m

m
q7

na
pD

O
zK

xh
M

:&
ve

d=
0C

AQ
Q

jB
w

&u
rl=

ht
tp

%
3A

%
2F

%
2F

up
lo

ad
.e

cv
v.

co
m

%
2F

up
lo

ad
%

2F
Pr

od
uc

t%
2F

20
09

11
%

2F
C

hi
na

_s
ilv

er
_3

_n
um

be
r_

al
lo

y_
lo

ck
20

09
11

20
21

02
32

6.
jp

g&
ei

=j
M

Q
kV

Jn
uK

qH
B8

Q
G

-
oY

G
w

C
Q

&b
vm

=b
v.

76
24

75
54

,d
.b

2U
&p

si
g=

AF
Q

jC
N

H
nt

M
qw

cg
bM

O
U

g6
Ba

22
rG

j8
py

N
R

2w
&u

st
=

14
11

78
21

54
96

82
43

P
ho

ne
 c

on
ce

pt
 d

es
ig

n 
fro

m
 T

ea
m

 W
2A

.



Li
fe

B
oa

rd
 +

 L
ife

R
in

g
IIT

 IP
R

O
 T

ea
m

 W
2B

: M
itc

hl
ie

 M
ar

ty
r, 

P
at

ry
k 

W
al

os
, 

S
ne

ha
 G

in
do

di
ya

, J
ac

ob
 M

an
sf

ie
ld

, E
m

m
a 

Za
ch

oc
ki



S
um

m
ar

y 
of

 C
on

ce
pt

Li
fe

B
oa

rd
 

Li
fe

R
in

g

H
ow

 D
oe

s 
It 

W
or

k?
H

ow
 W

ill
 It

 S
ol

ve
 

th
e 

P
ro

bl
em

?

P
ho

ne
 th

ie
ve

s 
w

ill
 b

e 
le

ss
 

lik
el

y 
to

 s
te

al
 a

 p
ho

ne
 w

ith
 

th
is

 p
ro

du
ct

 d
ue

 to
 it

’s
 a

bi
lit

y 
to

 h
el

p 
ca

tc
h 

th
e 

th
ie

f

It 
is

 a
 p

ho
ne

 p
ro

te
ct

io
n 

sy
st

em
 th

at
 u

se
s 

an
 a

pp
, 

w
at

ch
 a

nd
 p

ho
ne

 c
as

e
W

he
n 

th
e 

ca
se

 a
nd

 w
at

ch
 a

re
 to

o 
fa

r a
w

ay
:

P
ho

ne
 c

as
e 

go
es

 in
to

 ‘p
an

ic
 m

od
e’

P
ho

ne
 g

oe
s 

in
to

 ‘t
he

ft 
sa

fe
ty

 m
od

e’



A
ss

es
sm

en
t o

f U
se

r N
ee

ds

Pi
ct

ur
e 

re
fe

re
nc

e:
 h

ttp
://

w
w

w
.d

es
tin

at
io

nr
ew

ar
ds

.c
om

/Im
ag

es
/b

lo
g/

20
12

09
27

15
23

32
14

06
_0

92
61

2b
lo

gi
m

ag
e.

jp
g,

ht
tp

://
w

w
w

.th
es

ta
r.c

om
.m

y/
~/

m
ed

ia
/Im

ag
es

/T
SO

L/
Ph

ot
os

-G
al

le
ry

/N
at

io
n/

20
13

/0
8/

02
/p

ho
ne

%
20

th
ef

t.a
sh

x/
?w

=6
20

&h
=4

13
&c

ro
p=

1&
, ,

 
ht

tp
://

w
w

w
.s

m
ar

tfo
xs

ec
ur

ity
.c

om
/w

or
dp

re
ss

/w
p-

co
nt

en
t/u

pl
oa

ds
/G

PS
-T

ra
ck

in
g-

Sy
st

em
s.

jp
g 

, h
ttp

://
w

w
w

.w
ire

d.
co

m
/w

p-
co

nt
en

t/u
pl

oa
ds

/b
lo

gs
/g

ee
kd

ad
/w

p-
co

nt
en

t/u
pl

oa
ds

/2
01

1/
11

/c
as

e.
jp

g,
ht

tp
://

w
w

w
.g

ad
ge

tre
vi

ew
.c

om
/w

p-
co

nt
en

t/u
pl

oa
ds

/2
01

3/
04

/o
rig

in
al

2-
65

0x
36

5.
jp

g,
 h

ttp
://

w
w

w
.a

us
si

eb
at

t.c
om

/b
lo

g/
w

p-
co

nt
en

t/u
pl

oa
ds

/2
01

3/
01

/c
el

l-p
ho

ne
-b

at
te

ry
-li

fe
.jp

g

U
se

r N
ee

ds
P

ho
ne

 
P

ro
te

ct
io

n

D
et

er
 T

he
ft

A
pp

ea
ra

nc
e

B
at

te
ry

 L
ife

In
fo

rm
at

io
n

Fi
nd

 P
ho

ne



A
lte

rn
at

iv
es

 C
on

si
de

re
d

W
ai

st
ba

nd
 te

th
er

 li
ne

 th
at

 k
ee

ps
 p

ho
ne

 s
ec

ur
ed

 to
 b

od
y

C
el

l p
ho

ne
 e

m
er

ge
nc

y 
ho

tli
ne

R
em

ot
el

y 
de

st
ru

ct
ib

le
 in

te
rn

al
 p

ar
ts

Pu
bl

ic
 s

af
et

y 
an

no
un

ce
m

en
t

R
eq

ui
re

s 
bi

om
et

ric
s 

to
 a

llo
w

 u
se

 o
f p

ho
ne

Ph
on

e 
th

at
 re

le
as

es
 a

 n
eu

ro
to

xi
n

Ta
se

r p
ho

ne



P
ho

ne
 C

as
e<

->
W

ris
tb

an
d 

C
om

bi
na

tio
n 

o
Li

fe
B

oa
rd

 fe
at

ur
es

ph
ys

ic
al

ly
 lo

ck
s 

to
 p

ho
ne

co
nn

ec
ts

 to
 p

ho
ne

 th
ro

ug
h 

m
ic

ro
 

us
b/

ap
pl

e 
lig

ht
ni

ng
its

 o
w

n 
ba

tte
ry

 p
ow

er
 s

ou
rc

e
gp

s 
lo

ca
tio

n 
ch

ip
bl

ue
to

ot
h 

ch
ip

sp
ea

ke
r f

or
 a

la
rm

w
at

er
pr

oo
f

o
Li

fe
R

in
g 

fe
at

ur
es

bl
ue

to
ot

h 
ch

ip
sm

al
l s

pe
ak

er
lit

hi
um

 io
n 

ba
tte

ry
m

ic
ro

 u
sb

 p
or

t
pa

ni
c 

bu
tto

n
LC

D
 s

cr
ee

n 
cl

oc
k

Th
e 

Li
fe

B
oa

rd
at

ta
ch

es
 to

 th
e 

ph
on

e 
an

d 
ca

n 
on

ly
 b

e 
re

m
ov

ed
 w

ith
 a

 p
hy

si
ca

l k
ey

. W
he

n 
th

e 
ca

se
 is

 1
0 

fe
et

 a
w

ay
 fr

om
 th

e 
Li

fe
R

in
g

th
e 

LC
D

 s
cr

ee
n 

as
ks

 if
 

th
e 

us
er

 w
ou

ld
 li

ke
 to

 a
ct

iv
at

e 
“p

an
ic

 m
od

e”
. W

hi
le

 in
 

pa
ni

c 
m

od
e,

 L
ife

B
oa

rd
bl

ar
es

 a
n 

al
ar

m
, n

ot
ifi

es
 th

e 
se

rv
ic

e 
pr

ov
id

er
 th

at
 th

e 
ph

on
e 

ha
s 

po
te

nt
ia

lly
 b

ee
n 

st
ol

en
, s

en
ds

 g
ps

 lo
ca

tio
ns

 to
 th

e 
ca

rri
er

, a
nd

 u
se

s 
th

e 
ph

on
e’

s 
ca

m
er

a 
to

 p
er

io
di

ca
lly

 ta
ke

 p
ho

to
s 

an
d 

se
nd

s 
th

em
 to

 th
e 

ow
ne

r’s
 e

m
ai

l.

D
et

ai
le

d 
C

on
ce

pt
 D

es
cr

ip
tio

n



S
ce

na
rio

 o
f U

se
1.

Ph
on

e 
is

 s
to

le
n 

an
d 

th
e 

Li
fe

R
in

g
be

ep
s 

to
 a

le
rt 

th
e 

us
er

2.
U

se
r i

s 
as

ke
d 

to
 p

ut
 p

ho
ne

 in
to

 p
an

ic
 m

od
e

3.
Ph

on
e 

lo
ck

s 
do

w
n 

an
d 

pr
ev

en
ts

 th
e 

ph
on

e 
fro

m
 b

ei
ng

 p
ut

 in
to

 a
irp

la
ne

 
m

od
e.

4.
Ph

on
e 

ca
n 

on
ly

 b
e 

ta
ke

n 
ou

t o
f a

irp
la

ne
 m

od
e 

by
 u

se
r e

nt
er

in
g 

hi
s 

or
 h

er
 

sp
ec

ifi
c 

pi
n.

5.
Li

fe
Bo

ar
d

st
ar

ts
 b

la
rin

g 
an

 a
la

rm
.

6.
Se

rv
ic

e 
pr

ov
id

er
 is

 n
ot

ifi
ed

 a
nd

 re
ce

iv
es

 g
ps

 lo
ca

tio
ns

7.
Ph

on
e 

pe
rio

di
ca

lly
 ta

ke
s 

ph
ot

os
 a

nd
 s

en
ds

 th
em

 to
 th

e 
us

er
s 

em
ai

l 
ac

co
un

t
8.

H
op

ef
ul

ly
 th

es
e 

co
m

bi
ne

d 
ef

fo
rts

 w
ith

 th
e 

po
lic

e 
ca

n 
re

lo
ca

te
 a

nd
 re

tu
rn

 
th

e 
st

ol
en

 p
ho

ne



S
ta

ke
ho

ld
er

 V
al

ue
 P

ro
po

si
tio

ns
C

on
su

m
er

s
S

av
e 

m
on

ey
 o

n 
no

t h
av

in
g 

to
 re

pl
ac

e 
st

ol
en

 p
ho

ne
E

xt
en

de
d 

ba
tte

ry
 li

fe
E

xt
ra

 s
ec

ur
ity

E
xt

ra
 p

hy
si

ca
l p

ho
ne

 p
ro

te
ct

io
n

C
lo

ck
 o

n 
w

ris
tb

an
d

C
ar

rie
rs S
av

e 
m

on
ey

 o
n 

re
pl

ac
in

g 
st

ol
en

 p
ho

ne
s

C
ha

rg
e 

fo
r e

xt
ra

 p
ro

te
ct

io
n 

se
rv

ic
es

S
el

l t
he

 p
ro

du
ct

 in
 s

to
re

s
M

an
uf

ac
tu

re
rs

M
ak

e 
an

d 
se

ll 
pr

od
uc

t f
or

 a
 p

ro
fit



B
us

in
es

s 
M

od
el

H
ow

 S
ol

d 
an

d 
M

ad
e?

P
ho

ne
 th

ef
t p

ro
te

ct
io

n 
sy

st
em

 s
ol

d 
as

 p
ac

ka
ge

 
in

 th
e 

pu
bl

ic
 m

ar
ke

t

H
ow

 M
uc

h 
W

ill
 It

 
C

os
t?

Li
fe

R
in

g 
C

os
t: 

$2
0-

$2
5

Li
fe

B
oa

rd
 

C
os

t: 
$5

5-
$7

5

To
ta

l C
os

t: 
$7

5-
$1

00

M
an

uf
ac

tu
re

rs
 w

ill 
ne

ed
 

to
 c

re
at

e 
th

e 
pr

od
uc

t 

W
hy

 B
uy

 T
hi

s 
P

ro
du

ct
?

C
on

vi
nc

e 
co

ns
um

er
s 

th
e 

pr
od

uc
t i

s 
es

se
nt

ia
l i

n 
pr

ot
ec

tin
g 

th
ei

r n
ew

 
ex

pe
ns

iv
e 

ph
on

e

P
ro

m
ot

e 
an

d 
se

ll 
pr

od
uc

t i
n 

ur
ba

n 
ar

ea
s

ht
tp

://
pa

yd
ay

lo
an

co
ok

.c
om

/w
p-

co
nt

en
t/u

pl
oa

ds
/2

01
4/

09
/g

ol
d-

m
on

ey
-s

ig
n-

pn
g-

m
sd

ez
49

a.
jp

g



R
is

ks
 / 

M
iti

ga
tio

ns

ht
tp

://
w

w
w

.c
or

po
ra

te
co

m
pl

ia
nc

ei
ns

ig
ht

s.
co

m
/w

p-
co

nt
en

t/u
pl

oa
ds

/2
01

3/
02

/ri
sk

-
i

l
l

ti
j

R
is

ks
?

A
la

rm
 m

ay
 g

o 
of

f 
w

he
n 

no
t w

an
te

d

W
at

ch
 a

nd
 c

as
e 

ne
ed

 to
 b

e 
ch

ar
ge

d

S
af

eL
in

k 
co

ul
d 

be
 

ex
pe

ns
iv

e

P
an

ic
 b

ut
to

n 
m

ig
ht

 
be

 h
it 

by
 a

cc
id

en
t

C
us

to
m

er
 n

ee
ds

 to
 

w
ea

r a
 w

at
ch

P
ho

ne
 c

as
e 

w
ill

 b
e 

bu
lk

y

E
ac

h 
ph

on
e 

ne
ed

s 
a 

cu
st

om
 p

ho
ne

 c
as

e



Im
pl

em
en

ta
tio

n 
G

ui
da

nc
e 

C
us

to
m

er
 

E
as

e 
O

f U
se

W
or

ld
 

Im
pl

em
en

ta
tio

n
H

ow
 E

ffe
ct

iv
e 

Is
 

Th
is

 
Im

pl
em

en
ta

tio
n?

A
pp

 In
st

al
la

tio
n

1.
D

ow
nl

oa
d 

ap
p

2.
C

on
ne

ct
 p

ho
ne

 a
nd

 
ca

se
 w

ith
 a

pp
3.

C
us

to
m

iz
e 

se
tti

ng

P
hy

si
ca

lly
, t

he
 c

us
to

m
er

 
ju

st
 n

ee
ds

 to
 p

ut
 o

n 
th

e 
w

at
ch

 a
nd

 c
as

e

G
iv

e 
id

ea
 to

 
m

an
uf

ac
tu

re
rs

G
ov

er
nm

en
t d

oe
s 

no
t 

ne
ed

 to
 b

e 
in

vo
lv

ed

C
ar

rie
rs

 w
ill

 p
us

h 
fo

r 
cu

st
om

er
s 

to
 u

se
 S

af
eL

in
k

C
ou

ld
 p

re
ve

nt
 a

t l
ea

st
 a

 
sm

al
l p

or
tio

n 
of

 p
ho

ne
 

th
ef

t e
ac

h 
ye

ar

Th
is

 id
ea

 w
ill

 n
ot

 s
ol

ve
 

th
e 

w
ho

le
 p

ro
bl

em
 o

f 
ph

on
e 

th
ef

t b
ut

 it
 is

 a
 

go
od

 id
ea

 fo
r s

om
e 

sp
ec

ifi
c 

co
ns

um
er

s



IIT
 IP

RO
 T

ea
m

 W
3A

Sh
ac

ar
a

Le
db

et
te

r
Je

re
m

ia
h 

N
el

so
n 

M
on

ic
a 

Pa
te

l
Ce

sa
r 

Sa
na

br
ia

Sa
ra

h 
W

ill
ia

m
s 



•
Ac

co
rd

in
g 

to
 L

oo
ko

ut
 M

ob
ile

 S
ec

ur
ity

, a
bo

ut
 5

0%
 o

f 
ph

on
e 

th
ef

t v
ic

tim
s 

w
ou

ld
 p

ay
 $

50
0 

to
 g

et
 th

ei
r 

de
vi

ce
s 

ba
ck

.  
O

ne
-t

hi
rd

 o
f v

ic
tim

s 
w

ou
ld

 p
ay

 $
1,

00
0 

to
 r

et
rie

ve
 th

ei
r s

to
le

n 
sm

ar
t p

ho
ne

s.

Us
er

s 
st

at
ed

 th
at

 th
ey

 n
ee

de
d:

D
at

a 
Se

cu
rit

y/
Re

co
ve

ry
A 

w
ay

 to
 p

re
ve

nt
 th

ef
t

A 
w

ay
 to

 re
co

ve
r d

ev
ic

e
Pe

rs
on

al
 S

af
et

y



-
Ph

on
e 

pr
ev

en
tio

n 
st

ep
. T

hi
s 

is
 th

e 
st

ep
 w

he
re

 th
e 

cu
st

om
er

 b
uy

s 
a 

pr
od

uc
t t

o 
m

ak
e 

th
e 

ph
on

e 
m

or
e 

se
cu

re
. T

he
re

 is
 a

 s
pe

ci
al

iz
ed

 c
as

e 
w

ith
 it

s 
ow

n 
un

iq
ue

 k
ey

/ 
pa

ni
c 

bu
tt

on
. 

Pu
rc

ha
se

d 
pr

od
uc

t w
ill

 in
cl

ud
e:

 A
 c

as
e,

 k
ey

, p
an

ic
 

bu
tt

on
. 

Th
e 

ca
se

 w
ill

 b
e 

ab
le

 to
 s

ec
ur

e 
th

e 
de

vi
ce

 in
 o

rd
er

 to
 p

re
ve

nt
 th

e
ba

tt
er

y 
an

d 
si

m
ca

rd
 fr

om
 b

ei
ng

 
re

m
ov

ed
. T

he
 k

ey
 w

ill
 b

e 
us

e 
to

re
m

ov
e 

th
e 

ca
se

. T
he

 k
ey

 w
ill

 
in

cl
ud

e 
an

d 
pa

ni
c 

bu
tt

on
.



Ph
on

e 
is

 s
to

le
n.

In
 th

e 
ev

en
t t

ha
t t

he
 p

ho
ne

 is
 s

to
le

n,
 It

 w
ill

 
re

qu
ire

 a
 p

as
sw

or
d 

in
 o

rd
er

 fo
r 

th
e 

ph
on

e 
to

 
be

 tu
rn

ed
 o

ff
 a

nd
 o

n.
 A

 p
as

sw
or

d 
w

ill
 a

ls
o 

be
 

re
qu

ire
d 

to
 tu

rn
 th

e 
ph

on
e 

in
to

 a
irp

la
ne

 
m

od
e



Re
tr

ie
vi

ng
 lo

st
 o

r 
st

ol
en

 d
ev

ic
e.

Th
e 

de
vi

ce
 w

ill
 in

cl
ud

ed
 a

 s
ec

on
d 

in
te

rn
al

 
ba

tt
er

y 
fo

r 
bu

ilt
 in

 tr
ac

ki
ng

 p
ur

po
se

s 
on

ly
. 

Th
e 

de
vi

ce
 w

ill
 ta

ke
 a

 p
ho

to
 a

nd
 s

en
d 

a 
gp

s
lo

ca
tio

n 
to

 th
e 

us
er

s 
em

ai
l. 

Al
so

 th
e 

lo
ca

tio
n 

hi
st

or
y 

w
ill

 b
e 

ac
ce

ss
ib

le
 th

ro
ug

h 
an

d 
ap

pl
ic

at
io

n



in
fo

rm
at

io
n 

pr
ot

ec
tio

n.

Al
l i

nf
or

m
at

io
n 

ca
n 

be
 a

dd
ed

 a
nd

 d
el

et
ed

 
th

ro
ug

h 
a 

se
cu

re
 p

ro
gr

am

An
 a

pp
lic

at
io

n 
th

at
 c

om
es

 w
ith

 th
e 

de
vi

ce
 w

ill
 

be
 p

ai
re

d 
w

ith
 a

co
m

pu
te

r.
 In

 th
e 

ev
en

t t
ha

t 
th

e 
ph

on
e 

is
 s

to
le

n,
 it

 w
ill

 b
e 

po
ss

ib
le

 to
 a

dd
 

an
d 

de
le

te
 a

ll 
fil

es
 o

n 
th

e 
de

vi
ce

 v
ia

 
co

m
pu

te
r.



Th
e 

vi
ru

s 
is

 h
ar

dc
od

ed
 in

to
 th

e 
de

vi
ce

. T
he

 
vi

ru
s 

ca
n 

be
 a

ct
iv

at
ed

 b
y 

us
er

na
m

e 
an

d 
pa

ss
w

or
d.

 T
he

 v
iru

s 
w

ill
 d

el
et

e 
al

l t
he

 fi
le

s 
on

 
th

e 
co

m
pu

te
r 

an
d 

m
ak

e 
th

e 
ph

on
e 

us
el

es
s.



H
ig

h 
fin

an
ci

al
 c

os
t “

pr
od

uc
tio

n,
 a

nd
 

m
ai

nt
en

an
ce

”. 
La

ck
 o

f t
ec

hn
ic

al
 s

up
po

rt
.

Fa
ul

ty
 s

of
tw

ar
e/

pr
og

ra
m

m
in

g 
co

de
.

Fa
ul

ty
 c

as
e 

de
si

gn
, w

hi
ch

 c
ou

ld
 le

ad
 to

 m
or

e 
fin

an
ci

al
 p

ro
bl

em
s.

Se
cu

rit
y 

ke
y 

ca
n 

be
 p

ot
en

tia
lly

 m
is

pl
ac

ed
 o

r 
lo

st
.

Fi
nd

in
g 

re
sp

on
si

bl
e 

pa
rt

ne
rs

, w
ho

 c
an

 h
el

p 
m

od
ify

 a
nd

 fi
na

liz
e 

th
e 

fin
al

 p
ro

du
ct

.
To

ta
l s

ys
te

m
 b

re
ak

do
w

n 
fr

om
 p

ot
en

tia
l h

ac
ke

rs
. 

Se
ve

r 
br

ea
kd

ow
n.

Th
e 

fin
an

ce
s 

m
ig

ht
 o

ut
w

ei
gh

 th
e 

ov
er

al
l g

oa
l.

O
ur

 in
ab

ili
ty

 to
 g

lo
ba

liz
e 

th
is

 s
ec

ur
ity

 s
ys

te
m

.



Th
e 

ca
se

 a
nd

 k
ey

 n
ee

ds
 to

 b
e 

of
 a

llo
y 

m
et

al
 fo

r 
st

re
ng

th
, 

re
si

st
 c

or
ro

si
on

, a
ct

 a
s 

a 
pr

ot
ec

tiv
e 

ca
se

, a
s 

w
el

l a
s 

ha
ve

 a
n 

ap
pe

al
in

g 
ap

pe
ar

an
ce

 w
ith

 lo
w

 c
os

t. 
St

ai
nl

es
s 

st
ee

l t
he

 m
os

t e
ff

ec
tiv

e 
in

 te
rm

s 
of

 c
or

ro
si

on
 

re
si

st
an

ce
, a

s 
w

el
l a

s 
m

ai
nt

ai
ni

ng
 a

 c
le

an
 a

pp
ea

ra
nc

e.
 T

hi
s 

is
 a

ls
o 

a 
st

ro
ng

 m
et

al
 a

llo
y 

th
at

 is
 h

ar
d 

en
ou

gh
 a

nd
 h

as
 

en
ou

gh
 te

ns
ile

 s
tr

en
gt

h 
to

 r
es

is
t t

am
pe

rin
g.

O
th

er
 c

os
ts

 w
ill

 in
cl

ud
e 

th
e 

m
an

 h
ou

rs
 n

ee
de

d 
to

 e
ff

ec
tiv

el
y 

re
so

lv
e 

th
e 

si
tu

at
io

n 
as

 w
el

l a
s 

so
ft

w
ar

e 
ne

ed
ed

. 
Fu

nd
in

g 
ca

n 
co

m
e 

fr
om

 th
e 

ca
rr

ie
rs

, o
r 

ac
ce

ss
or

y 
co

m
pa

ni
es

 
th

em
se

lv
es

 if
 n

ot
 th

e 
go

ve
rn

m
en

t; 
si

nc
e 

th
is

 is
 a

n 
is

su
e 

of
 

go
ve

rn
m

en
ta

l c
on

ce
rn

.  



Th
er

e 
is

 s
ta

ke
ho

ld
er

 v
al

ue
 in

 th
is

 s
ol

ut
io

n 
fo

r 
co

ns
um

er
s,

 c
ar

rie
rs

, t
he

 g
ov

er
nm

en
t a

nd
 th

e 
de

vi
ce

 m
ak

er
s 

vi
a 

re
so

lu
tio

n 
by

 p
ro

du
ct

 
co

ns
um

pt
io

n.
 T

hi
s 

so
lu

tio
n 

re
du

ce
s 

th
e 

ne
ed

 
fo

r 
ac

tu
al

 m
an

 p
ow

er
 to

 p
re

ve
nt

 p
ho

ne
 th

ef
t 

an
d 

co
ul

d 
ge

ne
ra

te
 a

no
th

er
 s

ou
rc

e 
of

 in
co

m
e 

fo
r 

th
e 

ac
ce

ss
or

y 
co

m
pa

ny
 a

nd
 p

ho
ne

 
co

m
pa

ni
es

 b
y 

se
lli

ng
 th

is
 p

ro
du

ct
. I

t i
s 

as
 th

e 
co

ns
um

er
’s

 d
is

cr
et

io
n 

to
 ta

ke
 th

e 
ne

ce
ss

ar
y 

st
ep

s 
fo

r p
re

ve
nt

io
n.

 T
he

 s
itu

at
io

n 
is

 d
ed

uc
ed

 
to

 th
e 

co
ns

um
er

 p
rio

rit
iz

in
g 

th
e 

im
po

rt
an

ce
 o

f 
th

e 
de

vi
ce

 a
nd

 th
e 

in
fo

rm
at

io
n 

it 
ho

ld
s.

 



Si
nc

e 
w

e 
ad

dr
es

se
d 

th
e 

pr
ob

le
m

 th
ro

ug
h 

a 
se

rie
s 

of
 s

te
ps

, i
t m

ak
es

 
se

ns
e 

to
 im

pl
em

en
t t

he
 s

ol
ut

io
n 

in
 s

te
ps

 a
s 

w
el

l.
St

ep
 1

: D
ev

el
op

 p
ho

ne
 c

as
e 

an
d 

ke
y 

w
ith

 a
n 

ex
is

tin
g 

ph
on

e 
ac

ce
ss

or
y 

co
m

pa
ny

 a
nd

 p
ar

tn
er

 w
ith

 s
er

vi
ce

 p
ro

vi
de

rs
 to

 s
el

l i
n 

th
ei

r 
st

or
es

.
St

ep
 2

: W
or

k 
w

ith
 p

ho
ne

 m
an

uf
ac

tu
re

rs
 to

 a
dd

 a
dd

iti
on

al
 s

ec
ur

ity
 

el
em

en
ts

 to
 th

ei
r 

ph
on

es
, i

nc
lu

di
ng

 a
dd

iti
on

al
 p

as
sw

or
d 

pr
ot

ec
tio

ns
, 

a 
se

co
nd

 in
te

rn
al

 b
at

te
ry

, a
nd

 a
ls

o 
th

e 
“v

iru
s”

 th
at

 c
an

 e
ra

se
 

in
fo

rm
at

io
n 

if 
th

e 
ph

on
e 

is
 u

nr
ec

ov
er

ab
le

.
St

ep
 3

: D
ev

el
op

 a
pp

lic
at

io
n(

s)
 t

o 
m

on
ito

r 
at

te
m

pt
s 

at
 u

nl
oc

ki
ng

 th
e 

ph
on

e,
 r

ec
or

d 
de

vi
ce

 lo
ca

tio
n 

hi
st

or
y,

 a
nd

 c
on

tr
ol

 d
at

a 
st

or
ed

 o
n 

th
e 

ph
on

e.
 L

oo
k 

in
to

 m
ar

ke
tin

g 
th

es
e 

ap
pl

ic
at

io
ns

 t
o 

se
rv

ic
e 

pr
ov

id
er

s 
to

 u
se

 a
s 

a 
de

fa
ul

t a
pp

lic
at

io
n 

up
on

 p
ur

ch
as

e.
To

 im
pl

em
en

t t
he

se
 id

ea
s 

co
op

er
at

io
n 

of
 th

e 
ce

llu
la

r 
se

rv
ic

e 
pr

ov
id

er
s 

as
 w

el
l a

s 
ph

on
e 

m
an

uf
ac

tu
re

rs
 w

ou
ld

 b
e 

ne
ed

ed
. T

he
ir 

in
ce

nt
iv

e 
is

 th
e 

ab
ili

ty
 t

o 
m

ar
ke

t p
ho

ne
s 

th
at

 a
re

 le
ss

 s
us

ce
pt

ib
le

 to
 u

na
ut

ho
riz

ed
 

ac
ce

ss
 a

nd
 m

or
e 

ea
si

ly
 r

ec
ov

er
ab

le
 in

 th
e 

ca
se

 o
f t

he
ft

.



A
 G

ea
r L

oc
ke

d 
(G

-L
oc

k)
 p

ho
ne

 c
an

 n
ot

 b
e 

ta
ke

n 
ap

ar
t o

r 
be

 c
on

ne
ct

ed
 to

 a
 U

S
B

 c
ha

rg
er

. P
as

sw
or

d 
P

ro
te

ct
 s

en
ds

 
yo

u 
in

fo
 a

bo
ut

 w
ho

’s
 tr

yi
ng

 to
 o

pe
n 

yo
ur

 p
ho

ne
.

Er
ito

m
iw

a 
So

ba
yo

M
at

th
ew

 R
os

s
Je

re
m

y 
Ta

pi
a

Al
le

n 
W

hi
te

Fr
ed

dy
 H

er
re

ra

G
-L

oc
k

w
ith

 p
as

sw
or

d 
pr

ot
ec

t.

IIT
 IP

R
O

Te
am

 W
3B

 



A
ss

es
sm

en
t o

f U
se

r N
ee

ds
D

is
co

ur
ag

es
 th

e 
th

ef
t o

f p
ho

ne
s 

D
is

co
ur

ag
es

 th
e 

us
e 

of
 s

to
le

n 
ph

on
es

M
ak

es
 s

el
lin

g 
a 

st
ol

en
 p

ho
ne

 h
ar

de
r

M
ak

es
 it

 im
po

ss
ib

le
 to

 ta
ke

 th
e 

ph
on

e 
of

f a
 n

et
w

or
k 

  
th

ro
ug

h 
a 

ph
ys

ic
al

 c
on

ne
ct

io
n 

(u
sb

 c
or

d)
.

M
ak

es
 it

 im
po

ss
ib

le
 to

 h
ac

k 
a 

pa
ss

w
or

d 
th

ro
ug

h 
a 

ph
ys

ic
al

 c
on

ne
ct

io
n 

(u
sb

 c
or

d)
.

P
ro

vi
de

s 
th

e 
us

er
 a

 p
ho

to
 o

f t
he

 c
ul

pr
it 

an
d 

th
ei

r 
lo

ca
tio

n 
af

te
r u

ns
uc

ce
ss

fu
l a

tte
m

pt
s 

to
 u

nl
oc

k 
th

e 
ph

on
e.

S
am

pl
e 

P
ho

ne
 d

es
ig

n 
m

ad
e 

in
 M

ic
ro

so
ft 

W
or

d.



A
lte

rn
at

iv
es

 C
on

si
de

re
d 

R
em

ot
e 

ac
ce

ss
 th

at
 c

an
 b

e 
us

ed
 to

 m
ak

e 
th

e 
ph

on
e 

ov
er

he
at

 a
nd

 re
nd

er
 it

 u
se

le
ss

.
P

ro
bl

em
 w

ith
 th

is
 is

 th
at

 th
er

e 
is

 n
o 

ch
an

ce
 th

e 
ph

on
e 

w
ill 

ha
ve

 a
ny

 
us

e 
if 

re
co

ve
re

d.
A

ut
om

at
ic

 P
ol

ic
e 

D
ep

t. 
C

al
ls

 U
po

n 
in

co
rre

ct
 p

as
sw

or
d 

en
try

.
Ac

ci
de

nt
al

 e
nt

rie
s 

or
 c

hi
ld

is
h 

pr
an

ks
 w

ill 
w

as
te

 e
ve

n 
m

or
e 

of
 p

ol
ic

e 
re

so
ur

ce
s.

C
on

st
an

t G
P

S
 s

ig
na

l t
ra

ck
in

g
Is

su
es

 w
ith

  p
riv

ac
y 

an
d 

th
e 

in
fo

rm
at

io
n 

be
in

g 
us

ed
 fo

r m
al

ic
io

us
 

pu
rp

os
es

.



G
-L

oc
k:

 
P

hy
si

ca
l l

oc
ks

 b
in

d 
th

e 
ph

on
e’

s 
ba

ck
 to

 m
ai

n 
co

m
po

ne
nt

s 
(if

 th
e 

ba
ck

 is
 fo

rc
ed

 o
ff 

al
l u

se
fu

l 
co

m
po

ne
nt

s 
of

 th
e 

ph
on

e 
w

ill 
be

 d
es

tro
ye

d)
P

hy
si

ca
l c

ov
er

 p
re

ve
nt

s 
th

e 
ph

on
e 

fro
m

 b
ei

ng
 c

ha
rg

ed
 

or
 b

ei
ng

 p
hy

si
ca

lly
 c

on
ne

ct
ed

 to
 a

 P
C

.
C

an
 o

nl
y 

be
 u

nl
oc

ke
d 

vi
a 

a 
pa

ss
w

or
d 

(n
o 

ex
te

rn
al

 
un

lo
ck

in
g 

or
 o

ve
rri

de
 e

xi
st

s)

C
on

ce
pt

 D
es

cr
ip

tio
n

P
ho

ne
 (i

ns
id

e 
vi

ew
) m

ad
e 

in
 M

ic
ro

so
ft 

W
or

d.
B

ac
k 

of
 p

ho
ne

 (i
ns

id
e 

vi
ew

) m
ad

e 
in

 M
ic

ro
so

ft 
W

or
d.



C
on

ce
pt

 D
es

cr
ip

tio
n

P
as

sw
or

d 
P

ro
te

ct
: W

he
n 

ei
th

er
 th

e 
ph

on
e’

s 
pa

ss
w

or
d 

or
 th

e 
G

-lo
ck

 p
as

sw
or

d 
ha

s 
be

en
 e

nt
er

ed
 in

co
rre

ct
ly

 to
o 

m
an

y 
tim

es
. 

o
A

 s
el

fie
 o

f t
he

 c
ul

pr
it 

w
ill 

be
 ta

ke
n 

an
d 

se
nt

 to
 th

e 
an

 
em

ai
l s

et
 u

p 
by

 th
e 

us
er

.
o

Th
e 

ph
on

es
 lo

ca
tio

n 
an

d 
in

fo
rm

at
io

n 
w

ill 
be

 s
en

t t
o 

th
e 

em
ai

l a
nd

 th
e 

se
rv

ic
e 

pr
ov

id
er

. 

S
am

pl
e 

P
ho

ne
 (t

op
 v

ie
w

) m
ad

e 
in

 M
ic

ro
so

ft 
w

or
d.



Im
pl

em
en

ta
tio

n 
G

ui
da

nc
e 

M
ak

in
g 

th
e 

pu
bl

ic
 A

w
ar

e 
of

 G
-lo

ck
:

o
M

ak
in

g 
su

re
 p

eo
pl

e 
kn

ow
 to

 k
ee

p 
th

ei
r p

ho
ne

 G
-L

oc
k 

at
 a

ll 
tim

es
 

(e
xc

ep
t w

he
n 

ch
ar

gi
ng

 it
)

o
M

ak
in

g 
su

re
 th

ie
ve

s 
kn

ow
 th

at
 s

te
al

in
g 

a 
G

-L
oc

k 
ph

on
e 

is
 a

 w
as

te
d 

ef
fo

rt 
be

ca
us

e 
it’

s 
in

ac
ce

ss
ib

le
 a

nd
 w

or
th

le
ss

 to
 a

ny
on

e 
w

ith
ou

t t
he

 
pa

ss
w

or
d.

Te
ac

hi
ng

 u
se

rs
 a

bo
ut

 P
as

sw
or

d 
P

ro
te

ct
 a

nd
 p

ro
vi

di
ng

 
in

st
ru

ct
io

ns
 o

n 
ho

w
 to

 s
et

 u
p 

an
 a

cc
ou

nt
 fo

r t
he

 s
el

fie
s.

S
er

vi
ce

 p
ro

vi
de

rs
 n

ee
d 

to
 k

ee
p 

a 
lo

g 
of

 lo
ca

tio
ns

 s
en

t t
o 

th
em

 b
y 

P
as

sw
or

d 
P

ro
te

ct
 in

ca
se

 th
e 

ph
on

e 
is

 re
po

rte
d 

st
ol

en
.



Sc
en

ar
io

 o
f U

se
C

la
ire

 w
as

 w
al

ki
ng

 h
om

e 
fro

m
 th

e 
be

ac
h 

al
on

e 
at

 9
pm

. S
he

 h
as

 a
 

br
an

d 
ne

w
 p

ho
ne

 in
 h

er
 h

an
d 

w
he

n 
a 

ho
od

ed
 s

tra
ng

er
 ju

m
pe

d 
ou

t o
f t

he
 b

us
he

s 
an

d 
ta

ke
s 

he
r 

ph
on

e.
 L

uc
ki

ly
 fo

r C
la

ire
 h

er
 n

ew
 

ph
on

e 
w

as
 G

-lo
ck

ed
.

N
ow

 a
s 

th
e 

ho
od

ed
 s

tra
ng

er
 tr

ie
s 

to
 

un
lo

ck
 th

e 
ph

on
e 

w
ith

 h
is

 P
C

 h
e 

fin
ds

 th
at

 
he

 c
an

’t 
be

ca
us

e 
th

e 
ch

ar
ge

r h
as

 a
 c

ov
er

 
on

 it
. A

ls
o 

be
ca

us
e 

he
 c

an
’t 

ge
t i

nt
o 

th
e 

ph
on

e,
 h

e 
ca

n’
t t

ak
e 

it 
of

f t
he

 n
et

w
or

k.
 

N
ow

 h
e 

tri
es

 to
 g

ue
ss

 h
er

 p
as

sw
or

d 
a 

co
up

le
 o

f t
im

es
. 

Th
an

ks
 to

 P
as

sw
or

d 
Pr

ot
ec

t a
 s

el
fie

 a
nd

 lo
ca

tio
n 

in
fo

 w
as

 s
en

t t
o 

cl
ai

re
 

an
d 

he
r s

er
vi

ce
 p

ro
vi

de
r. 

Th
e 

st
ra

ng
er

 w
as

 p
ic

ke
d 

up
 b

y 
th

e 
po

lic
e 

a 
fe

w
 

ho
ur

s 
la

te
r a

nd
 c

la
ire

 w
as

 a
bl

e 
to

 re
co

ve
r t

he
 p

ho
ne

, w
ith

 a
ll 

he
r 

in
fo

rm
at

io
n 

un
to

uc
he

d.



R
is

ks
 / 

M
iti

ga
tio

ns
H

ar
dw

ar
e 

fa
ilu

re
 c

an
 re

su
lt 

pe
rm

an
en

t l
oc

k 
an

d 
a 

us
el

es
s 

ph
on

e.
 

o
W

ar
ni

ng
 u

se
rs

 a
nd

 in
fo

rm
in

g 
th

em
 to

 h
an

dl
e 

ph
on

es
 d

el
ic

at
el

y 
ca

n 
re

du
ce

 c
ha

nc
es

 o
f h

ar
dw

ar
e 

fa
ilu

re
. 

It 
is

 im
po

ss
ib

le
 to

 u
n 

G
-lo

ck
 o

r c
ha

rg
e 

a 
G

-lo
ck

ed
 

ph
on

e 
w

ho
se

 b
at

te
ry

 is
 c

om
pl

et
el

y 
de

ad
. 

o
R

es
er

vi
ng

 a
 p

or
tio

n 
of

 th
e 

ba
tte

ry
 e

ne
rg

y 
or

 h
av

in
g 

a 
ba

ck
 u

p 
ba

tte
ry

 
sp

ec
ifi

ca
lly

 fo
r G

-lo
ck

 w
ill 

en
su

re
 th

e 
ph

on
e 

ca
n 

al
w

ay
s 

be
 u

nl
oc

ke
d.



B
us

in
es

s 
M

od
el

P
ho

ne
 m

an
uf

ac
tu

re
s 

w
ill 

be
 re

sp
on

si
bl

e 
fo

r n
ew

 p
ho

ne
 

w
ith

 G
-L

oc
k 

an
d 

P
as

sw
or

d 
P

ro
te

ct
. 

o
Pa

ss
w

or
d 

pr
ot

ec
t i

s 
al

l s
of

tw
ar

e 
an

d 
G

-L
oc

k 
on

ly
 re

qu
ire

s 
sm

al
l 

ph
ys

ic
al

 lo
ck

s,
 s

of
tw

ar
e 

an
d 

po
ss

ib
ly

 a
 s

m
al

l s
ec

on
da

ry
 b

at
te

ry
. 

M
ea

ni
ng

 m
at

er
ia

l c
os

t w
ill 

be
 m

in
im

al
.

O
th

er
 c

os
t m

ay
 o

cc
ur

 if
 th

e 
lo

ck
s 

m
al

fu
nc

tio
n 

or
 th

e 
th

ie
f 

fo
rc

es
 th

e 
ph

on
e 

op
en

 a
nd

 b
re

ak
s 

it.
 R

eq
ui

rin
g 

a 
re

pl
ac

em
en

t p
ho

ne
 (s

in
ce

 th
e 

ol
d 

on
e 

is
 n

ow
 u

se
le

ss
). 

Th
is

 c
os

t m
ay

 fa
ll 

on
 th

e 
us

er
, s

er
vi

ce
 p

ro
vi

de
r o

r p
ho

ne
 

m
an

uf
ac

tu
re

, d
ep

en
di

ng
 o

n 
co

nt
ra

ct
s.

 



St
ak

eh
ol

de
rs

 -
Va

lu
e 

Pr
op

os
iti

on
s

M
ob

ile
 D

ev
ic

e 
O

w
ne

rs
Fo

r:
O

w
ne

rs
 o

f c
os

tly
 m

ob
ile

 
de

vi
ce

s
W

ha
t:

N
ee

d 
to

 fe
el

 th
at

 th
ey

 a
nd

 
th

ei
r b

el
on

gi
ng

s 
ar

e 
pr

ot
ec

te
d.

W
e 

pr
ov

id
e:

Pe
ac

e 
of

 m
in

d 
w

ith
 

th
e 

im
pl

em
en

ta
tio

n 
of

 th
e 

G
-L

oc
k 

Th
at

:L
ow

er
s 

th
e 

pr
ob

ab
ili

ty
 o

f t
he

ft 
an

d 
pr

ot
ec

ts
 in

fo
rm

at
io

n 
in

 th
e 

ev
en

t o
f t

he
ft.

U
nl

ik
e:

 O
th

er
 c

om
pa

ni
es

 th
at

 h
av

e 
fe

w
 m

ea
su

re
s 

in
 p

la
ce

.
W

e:
 A

re
 d

ed
ic

at
ed

 to
 y

ou
r s

ec
ur

ity

M
ob

ile
 D

ev
ic

e 
C

om
pa

ni
es

Fo
r:

 C
om

pa
ni

es
 w

ho
 s

el
l m

ob
ile

 D
ev

ic
es

.
W

ha
t: 

N
ee

d 
a 

w
ay

 to
 d

ec
re

as
e 

th
e 

w
av

e 
of

 th
ef

ts
 re

la
te

d 
to

 th
ei

r p
ro

du
ct

s.
W

e 
pr

ov
id

e:
 A

 C
os

t e
ffe

ct
iv

e 
so

lu
tio

n 
to

 
th

e 
pr

ob
le

m
 o

f t
he

ft
Th

at
: T

ha
t w

ill 
di

st
an

ce
 th

ei
r p

ro
du

ct
s 

fro
m

 th
e 

de
va

lu
in

g 
ef

fe
ct

s 
of

 th
ef

t.
U

nl
ik

e:
 S

er
vi

ce
s 

lik
e 

ap
pl

e 
ca

re
 th

at
 d

o 
no

t w
or

k 
to

 s
ol

ve
 th

e 
pr

ob
le

m
 b

ut
 in

st
ea

d 
to

 g
en

er
at

e 
m

or
e 

re
ve

nu
e.

W
e:

 A
re

 m
ot

iv
at

ed
 b

y 
so

lu
tio

ns
 th

at
 

re
vo

lu
tio

ni
ze

 th
e 

m
ob

ile
 d

ev
ic

e 
in

du
st

ry
.



FC
C 

Ph
on

e 
Se

cu
rit

y 
Pr

oj
ec

t
IIT

 IP
RO

 Te
am

 W
4A

Ka
pi

lV
ya

s
Ya

w
 A

sa
re

Je
ss

ic
a 

Ca
st

ro
 

Ad
re

w
Ja

co
b 

O
ch

w
at



M
ai

n 
So

lu
tio

n

•O
ur

 su
pe

r p
ho

ne
 c

on
sis

ts
 o

f a
 th

re
e 

st
ep

 so
lu

tio
n 

th
at

 b
eg

in
s w

ith
 

ph
on

e 
th

ef
t p

re
ve

nt
io

n 
an

d 
en

ds
 w

ith
 d

isc
ou

ra
gi

ng
 th

e 
th

ie
f f

ro
m

 
ro

bb
er

y.
 



St
ep

 O
ne

: T
he

 S
tr

ap
-II

T 
St

ra
p

•T
he

 S
tr

ap
-II

T 
so

lu
tio

n 
(p

ro
no

un
ce

d-
St

ra
p-

it)
 is

 a
 se

t o
f t

hr
ee

 fi
ng

er
 

st
ra

ps
 a

tt
ac

he
d 

to
 th

e 
ba

ck
 o

f t
he

 d
ev

ic
e 

th
at

 th
e 

us
er

 sl
id

es
 h

is 
fin

ge
rs

 in
to

 w
hi

le
 u

sin
g 

th
e 

de
vi

ce
. T

he
 p

ur
po

se
 o

f t
hi

s i
s t

o 
ha

ve
 a

 
be

tt
er

 g
rip

/h
ol

d 
on

 th
e 

de
vi

ce
 to

 p
re

ve
nt

 p
ho

ne
 th

ef
t i

n 
th

e 
fir

st
 

pl
ac

e.
 



Pr
e-

St
ep

 T
w

o 
an

d 
Th

re
e:

 B
-B

at
t

•T
he

 se
co

nd
 p

ar
t o

f o
ut

 so
lu

tio
n 

re
qu

ire
s a

 b
ac

k-
up

 b
at

te
ry

 fi
tt

ed
 

in
sid

e 
th

e 
de

vi
ce

. T
hi

s b
at

te
ry

 is
 se

pa
ra

te
 fr

om
 th

e 
m

ai
n 

de
vi

ce
 

ba
tt

er
y 

an
d 

is 
us

ed
 to

 p
ow

er
 th

e 
em

er
ge

nc
y 

de
vi

ce
s.

 T
he

 p
oi

nt
 o

f t
hi

s 
in

te
rn

al
 b

at
te

ry
 is

 so
 th

at
 th

e 
em

er
ge

nc
y 

de
vi

ce
s w

or
k 

de
sp

ite
 th

e 
th

ie
f r

em
ov

in
g 

th
e 

m
ai

n 
ba

tt
er

y.
 



St
ep

 tw
o-

Pa
rt

 1
: G

PS
-II

T

•T
he

 G
PS

-II
T 

so
lu

tio
n 

ac
tiv

at
es

 a
fte

r/
if 

th
e 

ph
on

e 
is 

st
ol

en
. 

•W
ith

 a
 lo

w
er

 g
ra

de
 te

ch
 th

e 
us

er
 p

os
se

ss
es

 a
 w

ris
tb

an
d 

w
ith

 a
 b

ut
to

n 
th

at
 a

ct
iv

at
es

 th
e 

lo
ca

tio
n 

of
 th

e 
ph

on
e 

w
hi

ch
 c

an
 b

e 
ac

ce
ss

ed
 

th
ro

ug
h 

a 
co

m
pu

te
r o

r b
y 

ca
lli

ng
 th

e 
po

lic
e.

 
•W

ith
 a

 h
ig

he
r g

ra
de

 te
ch

, a
 sm

ar
t w

at
ch

 sy
nc

ed
 w

ith
 th

e 
de

vi
ce

 c
an

 
sh

ow
 th

e 
lo

ca
tio

n 
of

 th
e 

ph
on

e 
on

 a
 sc

re
en

. 



St
ep

 tw
o-

Pa
rt

 2
: S

to
re

-II
T

•W
hi

le
 th

e 
us

er
 is

 tr
yi

ng
 to

 lo
ca

te
 th

ei
r d

ev
ic

e 
us

in
g 

th
e 

GP
S-

IIT
, w

ith
 

ho
pe

s o
f s

til
l r

et
rie

vi
ng

 th
e 

ph
on

e,
 th

e 
St

or
e-

IIT
 is

 b
ac

ki
ng

 u
p 

an
d 

se
cu

rin
g 

al
l t

he
 p

ho
ne

 m
em

or
y 

in
to

 a
 o

ne
 w

ay
 m

em
or

y 
st

or
ag

e 
lo

ca
tio

n 
th

at
 c

an
 b

e 
ex

tr
ac

te
d 

at
 a

 la
te

r t
im

e 
w

ith
 a

 sp
ec

ifi
c 

ac
ce

ss
 

co
de

. 



St
ep

 th
re

e:
 F

ry
-II

T

•T
he

 la
st

 a
nd

 fi
na

l s
ol

ut
io

n 
is 

ac
tiv

at
ed

 w
he

n 
al

l h
op

es
 o

f l
oc

at
in

g 
th

e 
ph

on
e 

ar
e 

lo
st

. A
n 

el
ec

tr
om

ag
ne

tic
 p

ul
se

 (E
M

P)
 w

ill
 c

au
se

 e
le

ct
ro

ni
c 

di
st

ur
ba

nc
e 

in
 a

 sh
or

t b
ur

st
 o

f e
le

ct
ro

m
ag

ne
tic

 e
ne

rg
y.

 T
hi

s c
an

 b
e 

ac
tiv

at
ed

 u
sin

g 
th

e 
w

ris
tb

an
d 

or
 sm

ar
t w

at
ch

 d
ev

ic
e 

or
 b

y 
ca

lli
ng

 th
e 

ph
on

e 
co

m
pa

ny
. T

hi
s p

ul
se

 w
ill

 c
au

se
 th

e 
ph

on
e 

to
 sh

or
t c

irc
ui

t a
nd

 
m

ak
e 

it 
us

el
es

s.
 

•C
on

cl
us

io
n:

 T
hi

s e
m

p
is 

us
ed

 in
 h

op
es

 o
f d

isc
ou

ra
gi

ng
 th

e 
th

ie
f f

ro
m

 
st

ea
lin

g 
a 

ph
on

e 
th

at
 w

ill
 b

ec
om

e 
us

el
es

s.
 



Im
ag

e 
1



Im
ag

e 
2



ST
O

LE
N

C
E

LL
P

H
O

N
E

C
H

A
LL

E
N

G
E

IP
R

O
 T

ea
m

 W
4B

Ju
lie

 M
. L

eo
ng

C
he

nz
hi

yu
an

R
on

g
K

on
ra

d
Sn

ie
ze

k
E

va
n 

Tj
on

dr
o

K
oe

so
em

o
M

ar
io

 V
el

az
qu

ez



SU
M

M
A

R
Y

So
lv

e 
th

e 
pr

ob
le

m
 o

f p
ho

ne
 th

ef
t b

y 
pr

ev
en

tin
g 

it,
 

al
er

tin
g 

th
e 

ow
ne

r a
nd

 a
ut

ho
ri

tie
s 

as
 s

oo
n 

as
 th

e 
ph

on
e 

is
 s

to
le

n,
 b

ei
ng

 a
bl

e 
to

 re
m

ot
el

y 
de

ac
tiv

at
e 

th
e 

si
m

ca
rd

, a
nd

 b
ei

ng
 a

bl
e 

to
 s

ho
rt

 c
ir

cu
it 

al
l 

co
m

po
ne

nt
s 

of
 th

e 
ph

on
e.

M
ak

e 
ph

on
e 

th
ef

t o
bs

ol
et

e.

M
on

ito
r s

im
ca

rd
 a

ct
iv

ity
.



U
SE

R
N

E
E

D
S

&
 S

PE
C

IF
IC

A
TI

O
N

S

Pr
ot

ec
t o

w
ne

r a
nd

 co
nt

ac
ts

90
%

 c
ha

nc
e 

of
 n

o 
ha

rm
 to

 o
w

ne
r

10
0%

 ch
an

ce
 o

f n
o 

ha
rm

 to
 co

nt
ac

ts

St
ay

 c
on

ne
ct

ed
 w

ith
 p

ho
ne

 d
at

a
10

0%
 ch

an
ce

 o
f r

ec
ov

er
y

H
av

e 
qu

ic
k 

re
sp

on
se

1 
se

co
nd

Fe
el

 m
or

e 
se

cu
re

 a
bo

ut
 p

ho
ne

80
%

 p
eo

pl
e 

fe
el

 s
ec

ur
e



A
LT

E
R

N
A

TI
V

E
S

A
dd

in
g 

ad
di

tio
na

l p
as

sw
or

d 
re

qu
ir

em
en

t t
o 

pl
ac

e 
ph

on
e 

in
 a

ir
pl

an
e 

m
od

e 
or

 p
ow

er
 d

ow
n

M
or

e 
ha

ss
le

 fo
r 

co
ns

um
er

s 
an

d 
do

es
 n

ot
hi

ng
 to

 d
et

er
 

th
ie

ve
s 

fr
om

 s
el

lin
g 

th
e 

co
m

po
ne

nt
s 

in
st

ea
d 

of
 th

e 
ph

on
e 

as
 a

 w
ho

le

5 
pa

ss
w

or
d 

at
te

m
pt

s 
an

d 
ph

on
e 

is
 lo

ck
ed

 a
nd

 
ne

tw
or

k 
pr

ov
id

er
 is

 n
ot

ifi
ed

In
co

nv
en

ie
nt

 fo
r 

co
ns

um
er

s 
an

d 
ne

tw
or

k 
pr

ov
id

er
s

M
ak

e 
ph

on
es

 s
im

pl
er

 a
nd

 c
he

ap
er

M
os

t p
eo

pl
e 

w
an

t f
an

cy
 p

ho
ne

s 
th

at
 d

o 
m

or
e



FE
A

TU
R

E
D

E
TA

IL
S

E
ac

h 
ch

ar
ge

r a
nd

 d
ev

ic
e 

is
 

pr
og

ra
m

m
ed

 w
ith

 m
at

ch
in

g 
IP

 a
dd

re
ss

es
, l

ik
e 

co
m

pu
te

rs
. 

Th
er

ef
or

e,
 e

ac
h 

ph
on

e 
ca

n 
on

ly
 b

e 
ch

ar
ge

d 
by

 it
s 

ow
n 

ch
ar

ge
r.

Ph
on

e 
is

 p
ai

re
d 

w
ith

 e
xt

er
na

l 
de

vi
ce

 (m
ic

ro
ch

ip
 in

 ca
rd

, 
w

at
ch

, e
tc

.).
 A

la
rm

 s
ou

nd
s 

if 
th

ey
 a

re
 s

ep
ar

at
ed

 u
se

r-
sp

ec
ifi

ed
 d

is
ta

nc
e 

an
d 

ne
tw

or
k 

pr
ov

id
er

 is
 a

le
rt

ed
.

C
ri

m
in

al
 h

as
 s

to
le

n 
ph

on
e,

 
bu

t c
an

 o
nl

y 
us

e 
it 

fo
r t

he
 li

fe
 

of
 th

e 
ba

tt
er

y.
 S

to
le

n 
ph

on
es

 
w

ill
 h

av
e 

lit
tle

 v
al

ue
 s

in
ce

 
th

ey
 c

an
’t 

be
 c

ha
rg

ed
, 

de
te

rr
in

g 
th

ie
ve

s.
Ph

on
e 

is
 s

to
le

n.
 A

ft
er

 
sp

ec
ifi

ed
 d

is
ta

nc
e 

is
 

su
rp

as
se

d,
 a

la
rm

 s
ou

nd
s 

fr
om

 
ph

on
e 

an
d 

al
er

ts
 s

ur
ro

un
di

ng
 

ar
ea

. P
ro

vi
de

r t
ri

es
 to

 c
on

ta
ct

 
us

er
. I

f u
ns

uc
ce

ss
fu

l, 
th

en
 

co
nt

ac
ts

 p
ol

ic
e.

Fe
at

ur
e

Sc
en

ar
io



FE
A

TU
R

E
D

E
TA

IL
S

(C
O

N
TI

N
U

E
D

)

U
se

r 
ca

n 
vi

ew
 d

at
a 

(c
on

ta
ct

s 
lis

t, 
et

c.
) o

r 
de

ac
tiv

at
e 

th
e 

si
m

ca
rd

 in
 o

rd
er

 to
 p

re
ve

nt
 

ph
on

e 
us

ag
e,

 li
ke

 v
ie

w
in

g 
or

 
sh

ut
tin

g 
do

w
n 

a 
cr

ed
it 

ca
rd

.
If

 c
ri

m
in

al
 a

tt
em

pt
s 

to
 

di
sa

ss
em

bl
e 

ph
on

e 
w

ith
ou

t 
au

th
or

iz
at

io
n,

 w
he

n 
in

te
rn

al
 

co
nn

ec
tio

n 
is

 b
ro

ke
n,

 d
at

a 
is

 
im

m
ed

ia
te

ly
 b

ac
ke

d 
up

 to
 s

im
ca

rd
 a

cc
ou

nt
 a

nd
 a

ll 
co

m
po

ne
nt

s 
sh

or
t c

ir
cu

it.

U
se

r 
no

tic
es

 m
is

si
ng

 p
ho

ne
 

an
d 

go
es

 o
nl

in
e 

to
 in

st
an

tly
 

de
ac

tiv
at

e 
th

e 
si

m
ca

rd
 

w
ith

ou
t t

he
 a

ss
is

ta
nc

e 
of

 th
e 

ne
tw

or
k 

pr
ov

id
er

.
C

ri
m

in
al

 c
an

’t 
se

ll 
ph

on
e 

to
 

co
ns

um
er

s,
 s

o 
at

te
m

pt
s 

to
 s

el
l 

co
m

po
ne

nt
s.

 T
he

se
 

co
m

po
ne

nt
s 

ar
e 

sh
or

te
d 

ou
t 

an
d 

us
el

es
s.

Fe
at

ur
e

Sc
en

ar
io



ST
A

K
E

H
O

LD
E

R
V

A
LU

E
PR

O
PO

SI
TI

O
N

S

C
on

su
m

er
Ph

on
e 

in
su

ra
nc

e 
is

 c
he

ap
er

Ph
on

e 
do

es
n’

t g
et

 s
to

le
n

C
ar

ri
er

s
N

ot
 h

av
e 

to
 p

ay
 u

na
ut

ho
ri

ze
d 

us
ag

e
N

o 
ne

ed
 to

 h
ir

e 
em

pl
oy

ee
s 

to
 d

ea
ct

iv
at

e 
ph

on
es

G
ov

er
nm

en
t

H
av

e 
go

od
 r

ep
ut

at
io

n
R

ed
uc

e 
ta

sk
s 

fo
r 

po
lic

e
D

ev
ic

e 
M

ak
er

s
M

ak
e 

an
d 

se
ll 

m
or

e 
co

m
po

ne
nt

s 
an

d 
ac

ce
ss

or
ie

s
M

or
e 

cu
st

om
er

s



B
U

SI
N

E
SS

M
O

D
E

L

G
ov

er
nm

en
t f

ir
st

 in
ve

st
s 

fin
an

ci
al

ly
 in

 s
uc

h 
te

ch
no

lo
gy

 a
nd

 in
 p

ro
m

ot
in

g 
it

Ph
on

e 
m

ak
er

s 
cr

ea
te

 th
es

e 
co

m
po

ne
nt

s 
an

d 
en

su
re

 p
ro

pe
r i

ns
ta

lla
tio

n

C
on

su
m

er
s 

pa
y 

fo
r 

th
es

e 
pr

od
uc

ts
 if

 th
ey

 d
es

ir
e 

to
 h

av
e 

su
ch

 fe
at

ur
es



R
IS

K
S/

M
IT

IG
A

TI
O

N
S

Lo
si

ng
 ch

ar
ge

r w
ill

 ca
us

e 
co

ns
um

er
 d

is
tr

es
s

N
ee

d 
fo

r 
ne

w
 c

ha
rg

er
 fr

om
 p

ro
vi

de
r

Po
te

nt
ia

l p
ra

nk
s 

go
ne

 w
ro

ng

Po
te

nt
ia

l d
at

a 
ba

ck
up

 b
re

ac
he

s

M
ay

 s
ta

rt
 tr

en
d 

of
 s

te
al

in
g 

ph
on

es
 ju

st
 o

th
av

e 
th

em
 d

es
tr

oy
ed

.



IM
PL

E
M

E
N

TA
TI

O
N

In
iti

at
e 

te
st

 tr
ia

ls
 th

ro
ug

ho
ut

 th
e 

co
un

tr
y

A
dv

er
tis

e 
to

 p
ub

lic

O
ffe

r l
im

ite
d 

fr
ee

 tr
ia

ls
, t

he
n 

ch
ar

ge
 co

ns
um

er

O
ffe

r t
he

se
 fe

at
ur

es
 o

n 
ne

w
 p

ho
ne

s



A
nt

i-
Ph

on
e 

Th
ef

t 
So

lu
ti

on
s

Th
em

e:
 A

le
rt

 S
ys

te
m

s 
IIT

 IP
RO

 T
ea

m
 W

5A
:

Al
ej

an
dr

a 
G

on
za

le
z,

 A
nd

y 
H

ua
ng

, 
As

be
l A

ss
ef

a,
 X

in
gY

u 
Li

an
g 

O
ct

ob
er

 1
, 

20
14



ST
A

TS
 a

nd
 F

A
CT

S

Jo
n,

 a
 c

ar
el

es
s 

te
en

ag
er

 h
as

 f
al

le
n 

vi
ct

im
 t

o 
ph

on
e 

th
ef

t 
af

te
r 

fo
rg

et
ti

ng
 h

is
 p

ho
ne

 in
 a

 p
ar

ty
. 

Th
is

 m
ot

iv
at

ed
 h

im
 

to
 r

es
ea

rc
h 

fo
r 

so
lu

ti
on

s.
 M

aj
or

 is
su

es
 h

e 
fo

un
d 

w
er

e:

1)
Ab

ou
t 

3.
1 

m
ill

io
n 

m
ob

ile
 p

ho
ne

s 
ar

e 
st

ol
en

 a
nn

ua
lly

 
S
m

ar
tp

ho
ne

 T
he

ft
s 

R
is

e 
| 

Lo
ca

te
 S

to
le

n 
or

 L
os

t 
C
el

l P
ho

ne
 -

C
on

su
m

er
 R

ep
or

ts
 N

ew
s.

 (
n.

d.
).

 S
m

ar
tp

ho
ne

 T
he

ft
s 

R
is

e 
| 

Lo
ca

te
 S

to
le

n 
or

 L
os

t 
C
el

l P
ho

ne
 -

C
on

su
m

er
 R

ep
or

ts
 N

ew
s.

 R
et

ri
ev

ed
 S

ep
te

m
be

r 
25

, 
20

14
, 

fr
om

 
ht

tp
:/

/w
w

w
.c

on
su

m
er

re
po

rt
s.

or
g/

cr
o/

ne
w

s/
20

14
/0

4/
sm

ar
t-

ph
on

e-
th

ef
ts

-r
os

e-
to

-3
-1

-m
ill

io
n-

la
st

-y
ea

r/
in

de
x.

ht
m

2)
44

% 
of

 p
ho

ne
 t

he
ft

s 
ar

e 
du

e 
to

 o
w

ne
r 

ne
gl

ig
en

ce
Ea

di
ci

cc
o,

 L
. 

(2
01

4,
 M

ay
 7

).
 P

eo
pl

e 
A
re

 W
ill

in
g 

To
 G

o 
To

 E
xt

re
m

e 
Le

ng
th

s 
To

 R
et

ri
ev

e 
Th

ei
r 

S
to

le
n 

S
m

ar
tp

ho
ne

s.
B
us

in
es

s 
In

si
de

r.
 R

et
ri

ev
ed

 S
ep

te
m

be
r2

5,
 2

01
4,

 f
ro

m
 h

tt
p:

//
w

w
w

.b
us

in
es

si
ns

id
er

.c
om

/s
m

ar
tp

ho
ne

-t
he

ft
-s

ta
ti
st

ic
s-

20
14

-5



TH
E 

BI
G

 ID
EA

: 
A

LE
RT

 S
YS

TE
M

S
Jo

n 
th

en
 t

ho
ug

ht
 o

f 
so

m
e 

so
lu

ti
on

s:
So

ft
w

ar
e 

Ap
ps

:
o

In
ac

ti
vi

ty
o

D
is

ta
nc

e 
al

ar
m

o
H

ea
t 

Tr
ac

ke
r

Su
pp

le
m

en
ta

l 
H

ar
dw

ar
e 

D
es

ig
ns

:
o

Ca
m

o-
Ph

on
e

o
Th

e 
Si

de
ki

ck
o

M
ic

ro
ch

ip



To
 t

ac
kl

e 
th

e 
pr

ob
le

m
 o

f 
fo

rg
et

ti
ng

hi
s 

ph
on

e,
 h

e 
de

si
gn

ed
 t

hi
s 

ap
p:

 
Ti

m
e 

pe
ri

od
 o

f 
in

ac
ti

vi
ty

 
an

d/
or

 d
et

er
m

in
e 

if
 p

ho
ne

 is
 

ly
in

g 
ho

ri
zo

nt
al

 o
n 

a 
fl

at
 

su
rf

ac
e

If
 c

on
di

ti
on

s 
ar

e 
m

et
, 

ph
on

e 
be

ep
s 

or
 v

ib
ra

te
s 

ev
er

y 
5 

m
in

ut
es

 s
o 

ow
ne

r 
is

 
re

m
in

de
d 

of
 p

ho
ne

’s
 

“p
re

se
nc

e”

IN
A

CT
IV

IT
Y

ht
tp

://
w

w
w

.ja
ilb

re
ak

na
tio

n.
co

m
/ta

g/
vi

br
at

in
g-

tim
e-

fo
r-

io
s



D
IS

TA
N

CE
 T

RA
CK

ER To
 e

ns
ur

e 
hi

s 
ph

on
e 

do
es

 n
ot

 
ev

er
 le

av
e 

hi
m

 a
ga

in
, 

Jo
n 

de
ve

lo
pe

d 
an

 a
pp

 t
o:

M
ea

su
re

 d
is

ta
nc

e 
be

tw
ee

n 
hi

m
 a

nd
 h

is
 p

ho
ne

 (
w

it
h 

th
e 

re
ce

iv
er

 b
ei

ng
 a

 c
ar

d)
Se

t 
of

f 
an

 a
la

rm
 if

 p
ho

ne
 

ev
er

 r
ea

ch
es

 a
 d

is
ta

nc
e 

aw
ay

 (
ow

ne
r 

fo
rg

et
s 

ph
on

e 
or

 t
hi

ef
 is

 p
ic

k-
po

ck
et

in
g)

"S
Y

N
C

 D
is

ta
nc

e 
A

ct
iv

ity
 T

ra
ck

er
 P

er
fo

rm
an

ce
 M

ea
su

re
m

en
t."

 B
ig

 5
 S

po
rti

ng
 G

oo
ds

. 
N

.p
., 

n.
d.

 W
eb

. 3
0 

S
ep

t. 
20

14
. 

<h
ttp

://
w

w
w

.b
ig

5s
po

rti
ng

go
od

s.
co

m
/p

ro
du

ct
/p

er
fo

rm
an

ce
-m

ea
su

re
m

en
t/4

78
24

2-
27

93
05

/d
is

ta
nc

e-
ac

tiv
ity

-tr
ac

ke
r.h

tm
l>



Jo
n 

su
gg

es
te

d 
an

 a
pp

 t
ha

t 
w

ill
: D
et

er
m

in
e 

hi
gh

-r
is

k,
 o

r 
“h

ea
te

d”
, 

zo
ne

s 
w

he
re

 
cr

im
e 

is
 m

or
e 

pr
ev

al
en

t
N

ot
if

y 
us

er
 w

he
n 

en
te

ri
ng

 s
uc

h 
ar

ea
s

H
EA

T 
TR

A
CK

ER
 N

at
io

na
l A

tla
s,

 (2
01

4)
. [

im
ag

e]
 A

va
ila

bl
e 

at
: 

ht
tp

://
w

w
w

.n
at

io
na

la
tla

s.
go

v/
ar

tic
le

s/
pe

op
le

/a
_c

rim
er

ep
or

t.h
tm

l [
Ac

ce
ss

ed
 2

8 
Se

pt
.. 

20
14

].



SU
PP

LE
M

EN
TA

L 
H

A
RD

W
A

RE
 

D
ES

IG
N

S
LE

FT
:J

on
’s

 i
m

pl
em

en
ta

ti
on

 o
f 

th
e 

M
ic

ro
ch

ip
su

pp
le

m
en

ts
 t

he
 D

is
ta

nc
e 

Tr
ac

ke
r 

ap
p:

-C
hi

p 
st

ay
s 

on
 e

ve
n 

if
 p

ho
ne

 is
 o

ff
 s

o 
ow

ne
r 

ca
n 

al
w

ay
s 

tr
ac

k 
ph

on
e’

s 
lo

ca
ti

on
 t

hr
ou

gh
 

ca
rd

 r
ec

ei
ve

r
lllllllllllllllllllllllloooooooooooooooooooooooooooo

cccccccccccccccccccccaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
tttttttttttttttttttttiiiiiiiiiii

ooooooooooooooooooooooooooooooooooooooooooooooonnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn
 ttttttttttttttttttttttttttttttttttttttttttttttttttttt

hhhhhhhhhhhhhhhhhhhhhhhhhhhrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr
oooooooooooooooooooooooooooooooooooooooooooooooooooooooooouuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuu

gggggggggggggggggggggggggggggggggggggggggggggggggggggggggggggggggggggggggggggggggggggggggggggggggggggggghhhhhhhhhhhhhhhhhhhhhhhhh

ht
tp

://
w

w
w

.d
in

os
o

ria
.c

om
/re

pt
ile

s/

ht
tp

://
w

w
w

.w
is

eg
ee

k.
co

m
/w

ha
t-a

re
-

co
nt

in
uo

us
-in

ki
ng

-s
ys

te
m

s.
ht

m

R
IG

H
T:

 N
ot

 w
an

tin
g 

hi
s 

ph
on

e 
to

 b
e 

an
 e

as
y 

ta
rg

et
, J

on
 c

am
e 

up
 w

ith
 th

e 
id

ea
 o

f a
 C

am
o-

P
ho

ne
:

-P
ho

ne
 b

le
nd

s 
in

 w
ith

 s
ur

ro
un

di
ng

 s
o 

th
en

 it
 is

 
le

ss
 n

ot
ic

ea
bl

e 
to

 o
th

er
s 

in
 c

ro
w

de
d 

ar
ea

s



Jo
n’

s 
us

e 
of

 t
he

 s
id

ek
ic

k 
ti

es
 

in
 w

it
h 

th
e 

H
ea

t 
Tr

ac
ke

r 
ap

p:
-W

he
n 

al
er

t 
fr

om
 H

ea
t 

Tr
ac

ke
r 

go
es

 o
ff

, 
sm

ar
tp

ho
ne

 u
se

rs
 c

an
 

“d
et

ac
h”

 a
 s

ec
on

da
ry

 p
ho

ne
 

an
d 

us
e 

it
 t

em
po

ra
ri

ly
. 

i.
e.

 l
os

in
g 

th
e 

si
de

ki
ck

 w
ou

ld
 

be
 a

 le
ss

er
 lo

ss
 

..
.c

on
ti

nu
ed

ht
tp

://
w

w
w

.tr
en

dh
un

te
r.c

om
/tr

en
ds

/d
et

ac
ha

bl
e-

ph
on

es
-

pa
te

nt
-fi

le
d-

fo
r-p

da
-w

ith
-d

et
ac

ha
bl

e-
ce

llp
ho

ne



A
D

VA
N

TA
G

ES
 V

s.
 

D
IS

A
D

VA
N

TA
G

ES

Ap
ps

 a
re

 s
im

pl
e 

an
d 

ea
sy

 t
o 

in
st

al
l/

us
e:

 J
us

t 
do

w
nl

oa
d 

an
d 

tu
rn

 o
n

Pr
ev

en
ta

ti
ve

 s
ol

ut
io

ns
  

sa
ve

s 
ph

on
e 

an
d 

re
pl

ac
em

en
t 

co
st

s
Ea

sy
 m

ea
su

re
s 

to
 

pr
ev

en
ti

ng
 p

ho
ne

 t
he

ft

Co
st

 o
f 

su
ch

 a
 d

ur
ab

le
 

m
ic

ro
ch

ip
 m

ig
ht

 b
e 

to
o 

hi
gh

Ap
ps

 a
re

 o
nl

y 
fu

nc
ti

on
al

 
w

he
n 

ph
on

e 
is

 o
n 

(e
.g

. 
ph

on
e 

ba
tt

er
y 

ru
ns

 o
ut

)
Ap

ps
 m

ig
ht

 n
ee

d 
to

 b
e 

pu
rc

ha
se

d 
an

d 
pa

id
 f

or
 

us
e

Jo
n 

co
m

pa
re

d 
th

e 
ga

in
s 

ve
rs

us
 r

is
ks

 a
nd

 f
ou

nd
: 

 



-
Th

e 
al

er
t 

th
em

ed
 s

ol
ut

io
n 

to
 p

ho
ne

 t
he

ft
 f

oc
us

es
 o

n 
pr

ev
en

ti
ng

 p
ho

ne
 t

he
ft

-
Th

er
e 

ar
e 

tw
o 

in
te

gr
at

ed
 p

ar
ts

 t
o 

th
e 

al
er

t 
pr

ev
en

ti
on

 
sy

st
em

:
-

So
ft

w
ar

e 
ap

pl
ic

at
io

ns
 s

uc
h 

as
 t

he
 D

is
ta

nc
e 

Tr
ac

ke
r 

an
d 

In
ac

ti
vi

ty
 a

pp
s 

al
er

t 
ph

on
e 

us
er

 w
he

n 
ow

ne
r’

s 
ph

on
e 

is
 f

ar
 f

ro
m

 o
w

ne
r.

 T
he

 H
ea

t 
Tr

ac
ke

r 
he

lp
s 

av
oi

d 
ri

sk
 z

on
es

 
-

H
ar

dw
ar

e 
su

pp
le

m
en

ts
 t

o 
m

ak
e 

th
e 

tr
ac

ke
r 

ap
ps

 
ap

pl
ic

ab
le

Co
nc

lu
si

on
s



IIT
 IP

R
O

 T
ea

m
 W

5B
: N

in
a 

To
w

nl
ey

, V
an

es
sa

 A
rra

iz
, 

N
ic

ho
la

s 
Th

om
ps

on
, M

ax
im

ilia
n 

V
ita

s,
 F

ar
ah

 A
bd

ul
 S

am
ad



Su
m

m
ar

y

O
ur

 p
ro

du
ct

 is
 a

 P
ho

ne
 T

he
ft 

Pr
ev

en
tio

n 
Sy

st
em

It 
st

ar
ts

 w
ith

 a
 re

co
gn

iti
on

 s
of

tw
ar

e 
th

at
 id

en
tif

ie
s 

yo
u 

th
ro

ug
h 

fa
ci

al
 re

co
gn

iti
on

/ f
in

ge
rp

rin
t s

ca
nn

er
w

he
n 

ac
ce

ss
in

g 
se

tti
ng

s 
(in

cl
ud

in
g 

sh
or

tc
ut

s)
N

ex
t i

t g
oe

s 
th

ro
ug

h 
an

 e
m

er
ge

nc
y 

m
od

e
w

he
re

 a
n 

al
ar

m
 g

oe
s 

of
f 

if 
it 

do
es

 n
ot

 re
co

gn
iz

e 
th

e 
ow

ne
r/u

se
r.

Th
en

 th
e 

tr
ac

ki
ng

 d
ev

ic
e

in
si

de
 o

f t
he

 p
ho

ne
 tu

rn
s 

on
.

If 
th

e 
tra

ck
er

 is
 re

m
ov

ed
 th

en
 th

e 
de

vi
ce

 w
ill

 b
ec

om
e 

in
op

er
ab

le



A
ss

es
sm

en
t o

f U
se

r N
ee

ds

H
ar

de
r w

ay
 to

 a
cc

es
s 

de
vi

ce
 s

et
tin

gs
P

ro
vi

di
ng

 a
 m

et
ho

d 
of

 tr
ac

ki
ng

 th
e 

de
vi

ce
 w

ith
ou

t t
he

 d
ev

ic
e 

be
in

g 
co

nn
ec

te
d 

vi
a 

w
ifi

, d
at

a,
 g

ps
, e

tc
…

H
ar

de
r w

ay
 to

 s
te

al
 a

 d
ev

ic
e

U
se

r f
rie

nd
ly

 w
ay

 o
f r

et
rie

vi
ng

 th
e 

de
vi

ce
M

et
ho

d 
of

 m
ai

nt
ai

ni
ng

 c
on

ne
ct

iv
ity

 p
os

t t
he

ft
Th

ie
ve

s 
to

 h
av

e 
no

 re
as

on
/n

ee
d 

to
 s

te
al

 a
 d

ev
ic

e



A
lte

rn
at

iv
es

A
 m

or
e 

se
cu

re
 m

ea
ns

 o
f s

to
ra

ge
 (l

oc
ki

ng
 s

ys
te

m
s 

an
d 

hi
dd

en
 s

to
ra

ge
)

P
ub

lic
 th

ef
t p

re
ve

nt
io

n 
ki

os
k

R
ew

ar
d 

sy
st

em
 fo

r u
se

rs
 a

nd
 a

ut
ho

rit
y

G
rip

s 
fo

r t
he

 b
ac

k 
of

 y
ou

r p
ho

ne
 

B
et

te
r p

oc
ke

ts
 

M
or

e 
av

ai
la

bl
e 

st
at

is
tic

s 
fo

r a
ut

ho
rit

ie
s

Fr
ee

 a
ut

om
at

ic
 b

ac
ku

p 
sy

st
em

A
dd

re
ss

in
g 

co
ns

um
er

 b
eh

av
io

r f
or

 a
vo

id
in

g 
an

d 
pr

ev
en

tin
g 

ph
on

e 
th

ef
t b

y 
ha

vi
ng

 a
 

in
st

ru
ct

io
na

l c
ar

d 
in

si
de

 th
e 

de
vi

ce
 b

ox
 w

ith
 s

te
ps

 o
f w

ha
t t

o 
do

 if
 th

e 
de

vi
ce

 is
 

st
ol

en
P

ho
ne

 th
ef

t d
ep

ar
tm

en
t

S
af

e 
m

od
e 

no
tif

ic
at

io
n/

su
gg

es
tio

n 
w

he
n 

in
 a

n 
un

sa
fe

 a
re

a/
si

tu
at

io
n

V
oi

ce
 a

ct
iv

at
ed

 a
la

rm
/lo

ck
in

g 
sy

st
em



D
et

ai
le

d 
C

on
ce

pt
1.

U
se

r R
ec

og
ni

tio
n

-W
he

n 
so

m
eo

ne
 tr

ie
s 

to
 a

cc
es

s 
th

e 
de

vi
ce

 s
et

tin
gs

, t
he

 d
ev

ic
e 

w
ill 

as
k 

fo
r f

ac
ia

l r
ec

og
ni

tio
n 

or
 fi

ng
er

pr
in

t 
id

en
tif

ic
at

io
n.

 T
he

 d
ev

ic
e 

w
ill 

al
so

 a
sk

 fo
r f

ac
ia

l r
ec

og
ni

tio
n 

/ f
in

ge
rp

rin
t i

de
nt

ifi
ca

tio
n 

w
he

n:
a.

Tu
rn

in
g 

ph
on

e 
on

/o
ff

i.
Ph

ys
ic

al
ly

 tu
rn

in
g 

on
/o

ff 
th

e 
ph

on
e 

vi
a 

th
e 

bu
tto

n
ii.

O
pt

io
ns

 fo
r i

de
nt

ifi
ca

tio
n 

ar
e 

pr
es

en
te

d 
(fi

ng
er

pr
in

t /
 fa

ci
al

 / 
re

tin
al

)
iii.

ID
 v

er
ifi

ca
tio

n 
is

 c
om

pl
et

ed
 (a

cc
ep

te
d 

or
 re

je
ct

ed
)

1.
In

 c
as

e 
of

 in
va

lid
 e

nt
ry

, a
fte

r t
hr

ee
 tr

ie
s 

th
e 

ph
on

e 
w

ill 
go

 in
to

 a
n 

em
er

ge
nc

y 
m

od
e 

(d
es

cr
ib

ed
 in

 s
te

p 
2)

2.
Th

is
 in

cl
ud

es
 a

la
rm

, t
ra

ck
in

g,
 a

nd
 n

ot
ifi

ca
tio

n
b.

Tu
rn

in
g 

ai
rp

la
ne

 m
od

e 
on

/o
ff 

(n
o 

m
at

te
r w

he
re

 y
ou

 a
re

 lo
ca

te
d)

i.
R

ef
er

 to
 s

te
ps

 a
bo

ve
2.

Em
er

ge
nc

y 
M

od
e

-C
au

se
d 

by
 in

va
lid

 ID
 v

er
ifi

ca
tio

n
a.

Si
m

ul
ta

ne
ou

s 
al

ar
m

, t
ra

ck
in

g,
 a

nd
 n

ot
ifi

ca
tio

n 
oc

cu
r

i.
Al

ar
m 1.

Ve
ry

 lo
ud

 n
oi

se
2.

Fl
as

hi
ng

 li
gh

ts
 -

C
am

er
a 

fla
sh

 g
oe

s 
of

f 
3.

D
is

pl
ay

 -
LE

D
 s

cr
ee

n 
is

 d
is

ab
le

d 
du

e 
to

 fl
as

hi
ng

 s
cr

ee
n

4.
Vi

br
at

io
n

5.
As

 s
oo

n 
as

 th
e 

tra
ck

er
 h

as
 b

ee
n 

lo
ca

te
d 

w
ith

in
 th

e 
de

vi
ce

, t
he

 a
la

rm
 w

ill 
tu

rn
 o

ff 
an

d 
th

e 
de

vi
ce

 w
ill 

re
m

ai
n 

di
sa

bl
ed

6.
To

 e
na

bl
e 

th
e 

ph
on

e,
th

e 
us

er
 c

an
 re

sp
on

d 
to

 th
e 

no
tif

ic
at

io
n 

em
ai

l w
ith

 a
 s

pe
ci

fic
 c

od
e 

th
at

 th
ey

 s
et

 u
p 

w
he

n 
th

e 
de

vi
ce

 is
 p

ur
ch

as
ed

.



D
et

ai
le

d 
C

on
ce

pt
i.

Tr
ac

ki
ng

-A
 s

ep
ar

at
e 

ha
rd

w
ar

e 
th

at
 is

 in
st

al
le

d 
in

 th
e 

ph
on

e 
w

he
n 

pu
rc

ha
se

d,
 o

r c
an

 b
e 

pu
rc

ha
se

d 
se

pa
ra

te
ly

 a
nd

 in
st

al
le

d 
by

 y
ou

r p
ro

vi
de

r
1.

W
he

n 
em

er
ge

nc
y 

m
od

e 
is

 e
na

bl
ed

, t
ra

ck
in

g 
is

 a
ct

iv
at

ed
2.

If 
tra

ck
in

g 
de

vi
ce

 is
 re

m
ov

ed
, s

te
p 

3 
oc

cu
rs

3.
W

e 
w

ill 
be

 u
si

ng
 a

 s
at

el
lit

e 
tra

ck
in

g 
ch

ip
 

ii.
N

ot
ifi

ca
tio

n-
A

fte
r t

he
 re

je
ct

io
n 

of
 ID

 v
er

ifi
ca

tio
n,

 th
e 

de
vi

ce
 w

ill 
se

nd
 a

n 
em

ai
l n

ot
ifi

ca
tio

n 
to

 th
e 

us
er

 a
nd

 e
m

er
ge

nc
y 

co
nt

ac
t 

1.
N

ot
ifi

ca
tio

n 
in

cl
ud

es
 la

st
 k

no
w

n 
lo

ca
tio

n 
(th

ro
ug

h 
w

ifi
, d

at
a,

 e
tc

...
)

2.
N

ot
ifi

ca
tio

n 
in

cl
ud

es
 a

 p
ic

tu
re

 o
f t

he
 u

se
r a

tte
m

pt
in

g 
to

 a
cc

es
s 

th
e 

de
vi

ce
 (p

ic
tu

re
 w

ill 
be

 
ta

ke
n 

at
 e

ac
h 

at
te

m
pt

 fr
om

 fr
on

t a
nd

 b
ac

k 
ca

m
er

as
)

3.
N

ot
ifi

ca
tio

n 
in

cl
ud

es
 in

fo
rm

at
io

n 
on

 w
he

th
er

 th
e 

tra
ck

er
 h

as
 b

ee
n 

en
ab

le
d 

(th
e 

al
ar

m
 is

 o
ff)

4.
A

dd
iti

on
al

 n
ot

ifi
ca

tio
n 

w
ill

 b
e 

pr
es

en
te

d 
af

te
r t

he
 d

ev
ic

e 
ha

s 
be

en
 re

ac
tiv

at
ed

3.
   

  S
el

f-
D

es
tr

uc
tio

n-
C

om
pe

te
 d

ea
ct

iv
at

io
n/

fu
tu

re
 te

rm
in

at
io

n
i.

A
ct

iv
at

es
 a

 s
m

al
l w

at
er

 p
ac

k 
in

te
rn

al
 e

xp
lo

si
on

 th
at

 w
ill 

co
m

pl
et

el
y 

te
rm

in
at

e 
an

y 
fu

rth
er

 u
se

 o
f t

he
 

(c
le

ar
ly

) s
to

le
n 

de
vi

ce
.

ii.
B

y 
el

im
in

at
in

g 
th

e 
re

as
on

 fo
r p

eo
pl

e 
to

 s
te

al
 a

 d
ev

ic
e,

 th
e 

th
ef

ts
 s

ho
ul

d 
de

cr
ea

se
 a

ll 
by

 
th

em
se

lv
es

.
iii

.
In

 a
 lo

ng
 ru

n,
 s

te
ps

 1
 a

d 
2 

sh
ou

ld
 b

e 
le

ss
 n

ec
es

sa
ry

 d
ue

 to
 th

e 
im

pl
em

en
ta

tio
n 

of
 s

te
p 

3.
 



Sc
en

ar
io

s

A
pp

ly
 th

e 
de

ta
ile

d 
de

sc
rip

tio
n 

ab
ov

e 
to

 th
e 

fo
llo

w
in

g 
sc

en
ar

io
s

P
ub

lic
 T

ra
ns

po
rta

tio
n

P
ub

lic
 / 

C
ro

w
de

d 
S

pa
ce

s
A

ss
au

lt 
P

ar
tie

s 
/ E

ve
nt

s
M

is
pl

ac
ed

 L
oc

at
io

n



St
ak

eh
ol

de
r V

al
ue

 P
ro

po
si

tio
ns

 &
 B

us
in

es
s 

M
od

el

C
on

su
m

er
s: ke

ep
in

g 
de

vi
ce

s 
fro

m
 b

ei
ng

 s
to

le
n 

an
d 

ha
pp

in
es

s
C

ar
rie

rs
: m

ak
in

g 
pr

of
it 

th
ro

ug
h 

tra
ck

er
 a

ct
iv

at
io

n
m

or
e 

cu
st

om
er

 s
at

is
fa

ct
io

n
G

ov
er

nm
en

t:
re

du
ce

d 
cr

im
e

D
ev

ic
e 

M
ak

er
s:

in
cr

ea
se

d 
sa

le
s 

of
 p

ro
du

ct



R
is

ks
/M

iti
ga

tio
ns

R
is

ks H
ig

h 
im

pa
ct

 c
au

si
ng

 u
nw

an
te

d 
de

st
ru

ct
io

n 
of

 d
ev

ic
e 

Tr
ac

ke
r b

ei
ng

 to
o 

la
rg

e 
/ e

xp
en

si
ve

Tr
ac

ke
r n

ot
 w

or
ki

ng
 d

ue
 to

 s
at

el
lit

e 
co

m
pl

ic
at

io
ns

M
iti

ga
tio

ns
M

in
im

iz
e 

un
w

an
te

d 
de

st
ru

ct
io

n 
by

 e
xp

er
im

en
tin

g 
pr

ob
ab

ilit
ie

s 
on

 h
ow

 
a 

hi
t (

ph
on

e 
fa

llin
g)

 w
ill 

no
t d

es
tro

y 
th

e 
se

lf-
de

st
ro

yi
ng

 p
ac

ka
ge

 in
si

de
 

ph
on

e.
  

C
re

at
e 

a 
ve

ry
 s

m
al

l, 
in

ex
pe

ns
iv

e 
tra

ck
er

 fo
r u

se
rs

 to
 p

ur
ch

as
e 



Im
pl

em
en

ta
tio

n 
G

ui
da

nc
e

C
on

su
m

er
:

C
am

pa
ig

n 
of

 o
ur

 s
ys

te
m

M
or

e 
sa

fe
ty

 fo
r t

he
 c

on
su

m
er

C
ar

rie
r: C
on

tro
l o

ve
r s

at
el

lit
e 

co
nn

ec
tio

n 
(tr

ac
ke

r)
A

no
th

er
 c

am
pa

ig
n 

fo
r t

he
 in

te
re

st
 o

f t
he

 c
ar

rie
r a

nd
 th

e 
be

ne
fit

s 
of

 th
e 

sy
st

em
.

G
ov

er
nm

en
t:

O
nc

e 
th

e 
go

ve
rn

m
en

t e
nd

or
se

s 
ou

r p
ro

du
ct

 fi
na

nc
ia

lly
 o

r p
os

si
bl

y 
w

ith
 c

er
ta

in
 la

w
s 

fo
r o

th
er

 
pa

rti
es

 to
 c

oo
pe

ra
te

 (c
ar

rie
rs

), 
th

ey
 re

ce
iv

e 
10

0%
 b

en
ef

it,
in

cl
ud

in
g,

 le
ss

 c
rim

es
, l

es
s 

th
ef

t, 
na

tio
na

l s
ec

ur
ity

 o
ve

ra
ll 

in
cr

ea
se

s 
an

d 
th

e 
co

un
try

 lo
ok

s 
be

tte
r.

D
ev

ic
e 

M
ak

er
s:

Th
ey

 re
ce

iv
e 

fu
ll 

re
sp

on
si

bi
lit

y 
fo

r t
he

 p
ro

du
ct

io
n 

of
 th

e 
tra

ck
er

 a
nd

 a
ny

 o
th

er
 h

ar
dw

ar
e 

ne
ce

ss
ar

y.
 T

he
y 

al
so

 g
et

 re
sp

on
si

bi
lit

y 
fo

r t
he

 im
pl

em
en

ta
tio

n 
of

 th
e 

ne
w

 a
la

rm
 a

nd
 s

of
tw

ar
e 

th
at

 
al

lo
w

s 
th

e 
di

sp
la

y 
lo

ck
 m

en
tio

ne
d 

fo
r t

he
 e

m
er

ge
nc

y 
m

od
e.

 B
us

in
es

s,
 in

co
m

e,
 a

nd
 s

uc
ce

ss
 

ov
er

al
l i

nc
re

as
es

. W
ith

 c
op

yr
ig

ht
 th

e 
id

ea
 is

 p
ro

vi
de

d 
an

d 
w

ith
 g

ui
da

nc
e 

th
e 

pr
od

uc
ts

 a
re

 
pr

od
uc

ed
 a

nd
 s

ol
d 

th
ro

ug
h 

[u
s]

 to
 c

on
su

m
er

s.



FC
C 

Ce
ll 

Ph
on

e 
Th

ef
t 

Ch
al

le
ng

e 
Pr

oj
ec

t
IIT

 IP
RO

 T
ea

m
 W

6A
N

ee
l P

at
el

M
at

eo
 G

ar
ci

a
Ra

nd
y 

Re
m

bl
ak

e
La

m
a 

Al
m

an
so

ur
Co

re
y 

G
ok

an



Th
e 

Pr
ob

le
m

In
  c

it
ie

s 
al

l o
ve

r 
th

e 
co

un
tr

y 
ce

ll 
ph

on
e 

th
ef

t 
is

 s
te

ad
ily

 in
cr

ea
si

ng
.

in
 N

ew
 Y

or
k 

Ci
ty

 a
lo

ne
 8

,4
65

 a
pp

le
 p

ho
ne

s 
w

er
e 

st
ol

en
 la

st
 y

ea
r1

.
So

m
e 

ar
e 

le
gi

ti
m

at
e 

th
ef

t 
w

hi
le

 o
th

er
s 

ar
e 

si
m

pl
y 

m
is

pl
ac

ed
 in

 p
ub

lic
 p

la
ce

s,
 le

av
in

g 
th

e 
us

er
 

w
it

h 
no

 r
ea

l 
w

ay
 t

o 
re

tr
ie

ve
 t

he
 p

ho
ne

 if
 it

 is
n’

t 
w

he
re

 t
he

y 
le

ft
 it

.
Af

te
r 

a 
th

ef
t 

th
e 

ph
on

e 
is

 q
ui

ck
ly

 t
ur

ne
d 

of
f 

by
 r

em
ov

in
g 

th
e 

ba
tt

er
y 

or
 e

ng
ag

in
g 

ai
rp

la
ne

 
m

od
e,

 w
hi

ch
 d

is
co

nn
ec

ts
 t

he
 p

ho
ne

 f
ro

m
 a

ny
 t

ra
ck

in
g 

se
rv

ic
e 

w
hi

ch
 m

ay
 a

ss
is

t 
in

 r
el

oc
at

in
g 

th
e 

ph
on

e.
 C

ur
re

nt
ly

 t
he

 u
se

r 
ha

s 
lit

tl
e 

re
co

ur
se

 f
ro

m
 t

hi
s 

ac
ti

on
La

te
r 

th
e 

ph
on

e 
is

 s
ol

d 
to

 a
ft

er
m

ar
ke

t 
bu

ye
rs

 w
ho

 c
an

 t
he

n 
re

us
e 

th
e 

ph
on

e 
w

it
h 

lit
tl

e 
to

 n
o 

re
pe

rc
us

si
on

s 

1.
ht

tp
://

w
w

w
.h

uf
fin

gt
on

po
st

.c
om

/2
01

4/
01

/1
5/

sm
ar

tp
ho

ne
-th

ef
ts

-
20

13
n

45
98

39
9.

ht
m

l



O
ur

 S
ol

ut
io

n
W

ha
t 

w
e 

ar
e 

pr
op

os
in

g 
is

 a
n 

ef
fe

ct
iv

e 
co

un
te

rm
ea

su
re

 t
o 

th
e 

ph
on

e 
th

ef
t 

pr
ob

le
m

W
e 

ha
ve

 c
om

e 
up

 w
it

h 
th

e 
P.

I.
D

.S
.S

. 
sy

st
em

.
Pr

ev
en

ta
ti

ve
In

te
gr

at
ed

 
D

es
tr

uc
ti

bl
e

Se
cu

ri
ty

 
Sy

st
em

Th
e 

ce
nt

ra
l i

de
a 

to
 t

hi
s 

so
lu

ti
on

 is
 t

he
 p

ho
ne

’s
 in

te
gr

at
ed

 b
ac

k-
up

 p
ow

er
 s

up
pl

y,
 w

hi
ch

 u
nl

ik
e 

th
e 

m
ai

n 
po

w
er

 s
ou

rc
e 

is
 n

on
-r

em
ov

ab
le

. 
En

ga
gi

ng
 a

ir
pl

an
e 

m
od

e 
or

 r
em

ov
in

g 
th

e 
m

ai
n 

po
w

er
 

su
pp

ly
 w

ill
 n

ow
 r

eq
ui

re
 p

as
sw

or
d 

un
lo

ck
, 

ad
di

ng
 a

n 
ex

tr
a 

la
ye

r 
of

 s
ec

ur
it

y 
to

 t
he

 p
ho

ne
 w

hi
le

 
al

so
 g

ra
nt

in
g 

th
e 

ab
ili

ty
 t

o 
ke

ep
 t

he
 p

ho
ne

 p
ow

er
ed

 o
n 

an
d 

tr
ac

ka
bl

e.
 In

 a
dd

it
io

n 
to

 t
hi

s 
th

er
e 

ar
e 

se
ve

ra
l 

ot
he

r 
ke

y 
fe

at
ur

es
 w

hi
ch

 w
ill

 m
ak

e 
th

e 
ph

on
e 

ov
er

al
l a

 v
as

t 
im

pr
ov

em
en

t 
up

on
 

th
e 

se
cu

ri
ty

 o
f 

cu
rr

en
t 

sy
st

em
s.



P.
I.

D
.S

.S
. 



Ke
y 

Fe
at

ur
es

Al
te

rn
at

e 
no

n-
re

m
ov

ab
le

 p
ow

er
 s

up
pl

y 
to

 k
ee

p 
G

PS
 e

ng
ag

ed
 a

nd
 e

xp
or

t 
da

ta
Th

e 
ph

on
e 

w
ill

 b
e 

sy
nc

ed
 t

o 
a 

cl
ou

d 
st

or
ag

e 
sy

st
em

 s
o 

th
at

 in
 t

he
 r

es
ul

t 
of

 r
ep

or
te

d 
th

ef
t,

 t
he

 
ph

on
e 

ca
n 

up
lo

ad
 a

ll 
cr

it
ic

al
 d

at
a 

to
 it

 f
or

 s
af

e 
st

or
ag

e.
Al

l f
ea

tu
re

s 
ar

e 
in

te
gr

at
ed

 in
to

 t
he

 p
ho

ne
, 

th
er

e 
is

 n
o 

ad
di

ti
on

al
 h

ar
dw

ar
e 

to
 c

ar
ry

Ad
di

ti
on

al
 s

ec
ur

it
y 

la
ye

r 
in

 r
eq

ui
ri

ng
 (

m
an

da
to

ry
)p

as
sw

or
d 

un
lo

ck
 f

or
 m

ai
n 

ba
tt

er
y 

re
m

ov
al

 
an

d 
en

ga
gi

ng
 a

ir
pl

an
e 

m
od

e
U

na
ut

ho
ri

ze
d 

ba
tt

er
y 

re
m

ov
al

 w
ill

 r
es

ul
t 

in
 c

ri
ti

ca
l d

at
a 

ex
po

rt
 f

ol
lo

w
ed

 b
y 

fu
ll 

ph
on

e 
ha

rd
 

dr
iv

e 
w

ip
e 

w
hi

ch
 w

ill
 r

en
de

r 
th

e 
de

vi
ce

 e
ss

en
ti

al
ly

 u
se

le
ss

, 
w

it
h 

no
 id

en
ti

ty
 in

fo
rm

at
io

n 
le

ft
 

be
hi

nd
Th

es
e 

ke
y 

fe
at

ur
es

 w
ill

 b
e 

he
av

ily
 m

ar
ke

te
d 

in
 t

he
 s

al
es

 p
ha

se
, 

w
hi

ch
 w

ill
 s

er
ve

 a
s 

a 
be

tt
er

 
de

te
rr

en
t 

to
 c

ri
m

in
al

s 
in

 o
rd

er
 t

o 
pr

ev
en

t 
fu

tu
re

 t
he

ft
s.

 



Sc
en

ar
io

A 
ph

on
e 

w
it

h 
im

po
rt

an
t 

da
ta

(p
ic

tu
re

s,
ho

m
ew

or
k,

et
c.

) 
ge

ts
 s

to
le

n 
w

hi
ch

 le
av

es
 t

he
 o

w
ne

r 
w

it
ho

ut
 

im
po

rt
an

t 
an

d 
pe

rs
on

al
 in

fo
rm

at
io

n,
 w

hi
le

 t
he

 t
hi

ef
 g

ai
ns

 a
 m

ob
ile

 p
ho

ne
/c

am
er

a/
m

ed
ia

 p
la

ye
r.

PI
D

SS
 a

dr
es

se
s 

th
e 

fi
rs

t 
an

d 
m

aj
or

 p
ro

bl
em

, 
by

 r
en

de
ri

ng
 t

he
 p

ho
ne

 u
se

le
ss

 t
o 

th
e 

th
ie

f 
if

 h
e 

de
ci

de
s 

to
 r

em
ov

e 
th

e 
ba

tt
er

y/
po

w
er

 o
ff

 t
he

 d
ev

ic
e 

w
it

ho
ut

 a
ut

ho
ri

za
ti

on
. 

 T
hi

s 
is

 u
su

al
ly

 t
he

 c
as

e 
in

 o
rd

er
 t

o 
re

m
ai

n 
an

on
ym

ou
s 

an
d 

to
 e

lim
in

at
e 

tr
ac

ki
ng

 p
os

si
bi

lit
ie

s.
  N

ow
, 

th
e 

th
ie

f 
ca

nn
ot

 r
es

el
l 

or
 r

eu
se

 t
he

 d
ev

ic
e,

 w
hi

ch
 le

av
es

 h
im

 w
it

h 
a 

pa
pe

rw
ei

gh
t 

at
 b

es
t.

Al
so

, 
th

e 
al

te
rn

at
e 

ba
tt

er
y 

ex
po

rt
s 

al
l p

er
so

na
l d

at
a 

on
 t

he
 p

ho
ne

 t
o 

cl
ou

d 
st

or
ag

e 
(u

po
n 

th
e 

us
er

 
re

po
rt

in
g 

th
e 

ph
on

e 
st

ol
en

),
 w

hi
ch

 a
llo

w
s 

th
e 

us
er

 t
o 

re
tr

ie
ve

 h
is

/h
er

 im
po

rt
an

t 
in

fo
rm

at
io

n 
if

 n
ot

 
pr

ev
io

us
ly

 s
av

ed
. 

 A
dd

it
io

na
lly

, 
th

e 
re

se
rv

e 
po

w
er

 s
ou

rc
e 

st
ill

 c
on

ne
ct

s 
to

 G
PS

 s
ig

na
l,

 w
hi

ch
 c

an
 

po
ss

ib
ly

 r
ev

ea
l t

he
 lo

ca
ti

on
 o

f 
th

e 
un

in
fo

rm
ed

 t
hi

ef
.



Va
lu

e 
fo

r 
st

ak
eh

ol
de

rs
M

an
uf

ac
tu

re
r:

Th
e 

pr
im

ar
y 

co
st

 f
or

 t
hi

s 
sy

st
em

 w
ill

 f
al

l o
n 

th
e 

de
vi

ce
 m

an
uf

ac
tu

re
r 

as
 t

he
y 

w
ou

ld
 h

av
e 

to
 d

es
ig

n 
an

d 
im

pl
em

en
t 

th
e 

al
te

rn
at

e 
po

w
er

 s
up

pl
y 

sy
st

em
. 

H
ow

ev
er

 s
al

es
 w

ou
ld

 
be

 in
cr

ea
se

d 
as

 t
he

re
 is

 n
o 

di
re

ct
 c

om
pe

ti
to

r 
of

fe
ri

ng
 t

hi
s 

st
yl

e 
of

 s
ys

te
m

Co
ns

um
er

:
Th

e 
co

ns
um

er
 w

ou
ld

 f
ee

l a
 g

re
at

er
 l

ev
el

 o
f 

sa
ti

sf
ac

ti
on

 a
nd

 o
ve

ra
ll 

pi
ec

e 
of

 m
in

d 
kn

ow
in

g 
th

at
 t

he
y 

po
ss

es
s 

a 
m

or
e 

se
cu

re
d 

sy
st

em
. 

Th
ei

r 
w

or
ri

es
 a

bo
ut

 id
en

ti
ty

 t
he

ft
 d

ue
 t

o 
ph

on
e 

th
ef

t 
w

ou
ld

 b
e 

gr
ea

tl
y 

re
du

ce
d.

Cr
im

in
al

s:
Th

e 
ph

on
e’

s 
de

st
ru

ct
ib

ili
ty

 f
ea

tu
re

s 
w

ill
 r

ed
uc

e 
th

e 
ab

ili
ty

 o
f 

th
e 

cr
im

in
al

 t
o 

re
se

ll 
th

e 
ph

on
e 

to
 a

ft
er

m
ar

ke
t 

bu
ye

rs
 a

s 
th

e 
ph

on
e 

w
ill

 o
nl

y 
be

 a
bl

e 
to

 b
e 

so
ld

 f
or

 s
cr

ap
. 

In
 

ad
di

ti
on

 t
he

 h
ea

vy
 a

dv
er

ti
si

ng
 c

am
pa

ig
n 

sh
ou

ld
 d

o 
w

el
l t

o 
pr

ev
en

t 
so

m
e 

of
 t

he
se

 t
he

ft
s.

 



Bu
si

ne
ss

 M
od

el
W

e 
ne

ed
 t

o 
ta

rg
et

 a
 b

at
te

ry
 p

ro
du

ci
ng

 c
om

pa
ny

 t
o 

cr
ea

te
 o

ur
 s

ec
on

d 
ph

on
e 

ba
tt

er
y 

an
d 

ha
ve

 
th

em
 b

ea
r 

ad
ve

rt
is

in
g 

co
st

s 
to

 m
ar

ke
t 

th
e 

ph
on

e.

Th
is

 w
ill

 t
he

n 
sh

ow
 t

he
 p

eo
pl

e 
th

e 
ne

ed
 f

or
 t

hi
s 

se
cu

ri
ty

 s
ys

te
m

 a
nd

 in
 t

ur
n 

th
e 

ba
tt

er
y,

 t
he

 
de

m
an

d 
fo

r 
ph

on
es

 w
it

h 
a 

se
co

nd
 b

at
te

ry
 w

ill
 in

cr
ea

se
 d

ue
 t

o 
th

e 
ad

ve
rt

is
in

g.

W
e 

th
en

 t
el

l t
he

 m
an

uf
ac

tu
re

s 
ab

ou
t 

PI
D

SS
 a

nd
 h

ow
 t

he
y 

ca
n 

no
w

 in
te

gr
at

e 
th

is
 s

ys
te

m
 in

to
 

th
ei

r 
ph

on
es

 w
it

h 
th

e 
se

co
nd

 b
at

te
ry

. 

Ph
on

es
 w

ill
 n

ow
 b

y 
de

fa
ul

t 
ha

ve
 P

ID
SS

 in
 t

he
m

 f
or

 a
 s

ec
ur

it
y 

m
ea

su
re

 a
ga

in
st

 p
ho

ne
 t

he
ft

.



Ri
sk

s
O

ne
 m

aj
or

 r
is

k 
is

 t
he

 u
se

r 
re

m
ov

in
g 

th
ei

r 
ow

n 
m

ai
n 

ba
tt

er
y 

w
it

ho
ut

 e
nt

er
in

g 
th

e 
re

qu
ir

ed
 

pa
ss

w
or

d,
 t

hu
s 

w
ip

in
g 

th
ei

r 
ow

n 
ph

on
e

A 
m

al
fu

nc
ti

on
 in

 t
he

 s
ec

on
da

ry
 b

at
te

ry
 c

ou
ld

 r
en

de
r 

th
is

 s
ys

te
m

 in
op

er
ab

le
N

o 
da

ta
 c

on
ne

ct
io

n 
w

ou
ld

 p
re

ve
nt

 c
ri

ti
ca

l 
in

fo
rm

at
io

n 
fr

om
 b

ei
ng

 u
pl

oa
de

d 
to

 c
lo

ud
 s

to
ra

ge
, 

ho
w

ev
er

 h
ar

d 
dr

iv
e 

w
ip

e 
w

ou
ld

 s
ti

ll 
oc

cu
r

Pr
ic

e 
in

cr
ea

se
 v

er
su

s 
ad

di
ti

on
al

 s
ec

ur
it

y 



Im
pl

em
en

ta
ti

on
Co

ns
um

er
 :

 
Ca

m
pa

ig
n 

fo
r 

th
e 

pr
od

uc
t:

 
1-

Th
e 

in
fo

rm
at

io
n 

w
hi

ch
 a

 t
ra

de
r 

m
us

t 
gi

ve
 t

o 
a 

co
ns

um
er

 b
ef

or
e 

an
d 

af
te

r 
m

ak
in

g 
a 

sa
le

. 
2-

H
ow

 t
ha

t 
in

fo
rm

at
io

n 
sh

ou
ld

 b
e 

gi
ve

n.
Ca

rr
ie

r:
 

Fo
cu

s 
on

 h
el

pi
ng

 t
o 

re
du

ce
 t

he
 c

om
m

un
ic

at
io

n 
co

st
s,

 w
hi

le
 s

im
pl

if
yi

ng
 t

he
 m

an
ag

em
en

t 
   

   
  

of
 t

he
 s

er
vi

ce
s.

   
G

ov
er

nm
en

t:
1-

D
o 

ed
uc

at
io

na
l p

ro
gr

am
s 

to
 t

ea
ch

 p
eo

pl
e 

to
 p

ro
te

ct
 t

he
m

se
lv

es
 f

ro
m

 t
he

ft
.

2-
Im

pr
ov

e 
se

cu
ri

ty
 in

 n
ei

gh
bo

rs
.






















